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1. GENERAL INFORMATION

1.1. AboutBitRasemMobile Erase& Diagnostics

1.2. Aboutthe Guide

1.3. Contactinformation
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1.1. INTRODUCTION

About BitRaser Mobile Eraser & Diagnostics

BitRaser Mobile Eraser & Diagnostics isareliableapplicationprovidingpermanentDataErasureand Mobile
Diagnostics for mobile devices such as iPhon#3ads, Apple Watcheand Android devices.

Using theBitRaser Data Erasure process, data once erase@nnot berecovered.This ensures that sensitive
data does nofall in the wrong handsvhen mobiledevices are disposed of, recycled,smid. Thissoftwareis
used by organizationsefurbishers, and mobile data erasure companies to facilitagesafe disposakeuse,
or resaleof mobiledevicesThesoftwarehelpsmeetstatutory andregulatorycomplianceneedswith tamper-
proof audittrails for data securityand privacy- SOX, GLB, HIPAA, ISO27&EGDPRand PCDSS.

TheMobile Diagnostics processenablesguickidentificationof hardwareproblemsfor mobiledevicesrunning
on iOSand Android BitRaser diagnostics process helps determine the heathtus of various components
suchasthe battery,cameratouch-pad,display,microphone,SIMcardslots,RAM,internalmemory,etc. of a
mobile device through series of tamated and assisted tests.

This application provides the user generatean erasure or diagnosti@port containing the result of the
processThereportcanbe savedo a harddrive/externalmediaor collectedbythe BitRaser Cloud Console.

BitRaser Mobile Eraser & Diagnostics isaproductof Stellar.

Key Features of BitRaser Mobile Eraser & Diagnostics:

1 Securelyand permanentlyerasesensitivedata from Android & iOSdevices.

1 Performhigh-speedsimultaneouserasureof up to 40devicesmostefficiently.

1 Cloudintegrationfor user managementjicenses& reports.

1 Payper use—Noexpiryof license.

1 Providesanoptionto checkthe ESNStatusof the mobiledevices.

f  Supportto provide pre-report and assetdetails before the erasure/diagnostiqrocess.
1 Supportto eraseuntrustediOSdevices.

1 Optionto erasedevicewhichhasa Samsund<noxcontainer.

1 Devicédabelprinting availablewith the companylogoandvarious parametershat canbe customizedas
perrequirement.

1 Supportfor customizinggeneralsettings,usersettings,iOSsettings,Androidsettings,printer settings,and
network settings.

f Listview and Grid view option for the connected/erased/diagnosedevices.
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1 Providesanoptionto editthe USBport namefor easyidentification.

1 Eraseglevicesthat arein recoverymode.

1 EraseworkingiOSdeviceswith brokenscreens.

1 Supportsllerasuremethods:

(0]

(0]

(0]

NIST800-88Purge

Native OSErasure

NIST800-88Clear

Zeroeq1Pass)

PseuddRandom(2 passes)

USDepartmentof Defense,Do[3220.22M (3 passes)
USDepartmentof Defense,Do[%200.22M, ECE7 passes)

B.Schneierglgorithm (7 passes)

o PeterGutmann(35passes)
o USArmyAR380-19(3passes)
o USAirForce AFSS5020(3 passes)
o BritishHMGIS5(3 passes)
1 Reporting:

(0]

(0]

(0]

(0]

(0]

Generate100%secureand tamper-proof reports.

Providesanoptionto previewthe runtime report.

Optionto saveerasure/diagnosticeportsin variousformatssuchasPDFXML,and CSV.
Fastand userfriendly report searching(includingsearchby date).
Automaticallysaveserasurereports on the samecomputerfrom whicherasureis performed.
Automaticreport deliveringto BitRaser Cloud Console.

Option to customizereport layout as per requirements.

Fullvisibility of hardwareand erasuredetailsfor customizedeporting.

1 DevicesSupported:

(o]

(0]

Android: All deviceswith AndroidOSversion5.0andabove

iPhones: iPhone 16, iPhone 16 Plus, iPhone 16 Pro, and iPhone 16 PydPRamel5 pro max,iPhone
15Pro,iPhonel5Plus,iPhonel5,iPhoneld4 ProMax,iPhone 14 Pro, iPhonk4 plus, iPhone 14,
iPhone 13 Pro Max, iPhods8 Pro, iPhoné&3, iPhonel3 Mini, iPhonel2 ProMax,iPhonel2 Pro,
iPhonel2,iPhonel2Mini, iPhoneSE2nd Generation)jPhone 11 Pro Max, iPhone 11 Pi@hone
11,iPhone XS Max, iPhone XS, iPhoneXianeX, iPtone 8, iPhone &lus,Phone 7, iPhon&

Plus, iPhon&S,iPhone6S PlusiPhone 6, iPhoné Plus, iPhone SE, iPhone 5S, iPhone 5C, iPhone
5, iPhone 4S
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iPads: iPad Air # Gen,iPad8™" Gen, iPad Pro®Gen,iPad7" Gen, iPad Mini'5Gen,iPadAir 39
Gen,iPadPro3 Gen,iPad6" Gen,iPadPro2™ Gen,iPad5" Gen,iPadPro,iPadMini 4,iPadMini
3,iPad Air 2jPad Mini 2, iPad AiiPad Mini,iPad4™ Gen, iPa®™ Gen,iPad2

Apple Watches: AppleWatchSeriesl, 2,3, 4,5 and SeriesSE
iPod Touch: Allgenerations

stellar
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1.2. ABOUT THE GUIDE

Welcometo BitRaser Mobile Eraser & Diagnostics User Guide for version3.0! Chooseatopic from the left to
navigate through different topics that are in this guide.

Thisuserguidecontainssequentialstepsto assistyouthroughvariousBitRaser Mobile Eraser & Diagnostics
functions.Each functions explainedn detail,in the corresponding section3.he guidecoversthe following

major topics:

Generallnformation

. GettingStarted

1
2
3. Workingwith BitRaseMobile Erase& Diagnostics
4. FrequentlyAskedQuestions(FAQ)

Thisguideisintendedfor individualswho useBitRaser Mobile Eraser & Diagnostics to eraseor diagnose
mobile devices running iOS and Android.

1 Thereare Cautions Notes and Tipsin sometopicsof this guidefor your understandingand easeof work.
Cautionsare givenin yellow boxesand Notesand Tipsare givenin italicsstylefor easyidentification.

Definitionof acronymsusedin this guide:

ITEM EXPLANATION

TheECIExclusivehipldentificationalsoreferredto asUniqueChiplDin official Apple

ECID terms) is an identifier unique to every Apple device.

IMEI IMEI(InternationalMobile Equipmentldentity)isal15- or 17-digitcodethat uniquely
identifies mobile phone sets.
Standdor JointPhotographid&xpertsGroup.JP Gor JPEGs a standardfile format for

JPGor JPEG . . . .

compressing pictures stiey can be stored or sent byraail more easily.

PDE "PortableDocumentFormat”is afile format designedo presentdocumentsconsistently
across multiple devices and platforms.

PNG PortableNetwork GraphicfPNG)s araster-graphicgile-format for imagecompression.

UseriD Standdor Useridentification,which by defaultisthe e-mailaddressof the userin this

guide.

ML "ExtensibleMarkupLanguagefis a metalanguagehat allowsusersto definetheir

customized markupanguages, especially to display documentgoa Internet.

Foranyqueriesor feedbackrelatedto this guide,kindly contactus.

6 UserGuide- BitRasemMobile Eraser& Diagnostics Stel I a r



1.3. CONTACT INFORMATION

OurTechnical Support professionalsvill givesolutionsfor allyourqueriesrelatedto BitRaser Mobile Eraser &
Diagnostics.

1 Youcan eithercallusor goonlineto our supportsectionat http://www.stellarinfo.com/support/

1 Forpricedetailsandto placethe order, clickhttps://www.bitraser.com/buy/or e-mailthe salesteam at
sales@bitraser.com

1 Tojoinour partner network, clickhttps://www.bitraser.com/partner/

f Toconnectto our partnerteam,e-mailusat partner@bitraser.com

ChatLivewith an Onlinetechnicianat https://www.bitraser.com/

Searchn our extensiveKnowledgebasat https://www.bitraser.com/kb/

Submit query at https://www.bitraser.com/contactus/

= == = =4

E-mailto StellarSupportat support@stellarinfo.com
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2. GETTING STARTED

2.1. SystemRequirements

2.2.Installation Procedure

2.3.Connectingo the Internet

2.4.Creatinga NewUserProfile

2.5.Buying Additional Licenses

2.6.Updatingthe Software

2.7.GeneralOverviewof Userlnterface
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2.1. SYSTEM REQUIREMENTS

Beforeyoustart usingBitRaser Mobile Eraser & Diagnostics, makesurethatyourcomputermeets the
following requirements.

Minimum System Requirements:

=A =2 =4 =4 =4 A

Processor: Xx860r x64Processor
RAM: 1 GBMinimum (4 GBRecommended)
Hard Disk: 20 GBof free space

iOS Version for Device Erasure: All versionssupported

iOS Version for Device Diagnostics: 12.0and above

Android Version for Device Erasure or Diagnostics: 5.0andabove

Devices Supported:

o

o

Android: All deviceswith Android OSversion5.0 and above

iPhones: iPhone 16, iPhone 16 Plus, iPhone 16 Pro, and iPhone 16 ProRfiare 15 pro max,
iPhone 15Pro,iPhone 1%Plus,iPhonel5, iPhonel4 Pro MaxiPhone 14 PraPhone 14 plus, iPhone
14, iPhone 13 Pro Max, iPhoa8 Pro, iPhond3,iPhonel3 Mini, iPhone 12 Pro Max, iPhone 12 Pro,
iPhone 2,iPhone 12 MinijPhone SKE2nd Generation), iPhone 11 Pro Max, iPhdidePro, iPhond 1,
iPhone XS Max, iPhois, iPhone XHhone X, iPhon8, iPhone 8 PlusPhone7,iPhone7 Plus,
iPhone6S,iPhone6SPlus,iPhone6,iPhone6 PlusjPhoneSEjPhone5S, iPhone 5C, iPhone 5, iPhone
4S

iPads: iPadAir 4" Gen,iPad8®h Gen,iPadPro4™h Gen,iPad7" Gen,iPadMini 5" Gen,iPadAir 3 Gen,
iPadPro 39 Gen, iPad 8 Gen, iPad Pro"2Gen, iPad™ Gen, iPad PraPad Mini 4jPad Mini 3jPad
Air 2,iPad Mini 2jPadAir, iPad Mini, iPad" Gen, iPad 8 Gen, iPad 2

Apple Watches: AppleWatchSeriesl, 2,3, 4,5 and SeriesSE

iPod Touch: Allgenerations

Note: Youneedanactiveinternetconnection.

Caution InstallingBitRasemMobile Eraser& Diagnosticsonyour computeror laptop will format the harddrive
to create partitionsBackupall your data fromyourcomputer before installin@itRaser Mobile Eraser &
Diagnostics
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2.2. INSTALLATION PROCEDURE

Caution InstallingBitRaserMobile Eraser& Diagnosticsonyourcomputeror laptop will formatthe harddrive
to create partitionsBackupall your data fromyourcomputer before installin@itRaser Mobile Eraser &
Diagnostics

Toinstallor run BitRaser Mobile Eraser & Diagnostics on your computer or laptopyou will needa bootable
mediawith BitRaser Mobile Eraser & Diagnostics ISCfile installedonit. An1SCOfile combinesallthe BitRaser
Mobile Eraser & Diagnostics installation files into a single uncompressed file.

Whenyou buy licensedor BitRaser Mobile Eraser & Diagnostics, you canreceivethe softwarein two ways:
Youcanreceivea BitRaser Mobile Eraser & Diagnostics bootable medigUSBlrive orDVD)from Stellar, or
you can receive a link to downloaBitRaser Mobile Eraser & Diagnostics ISO file.

If you have downloadethe BitRaser Mobile Eraser & Diagnostics ISO file, you can creat@ bootablemedia.
Todothis,copythe ISCrile onto your driveandthen burn the ISOonto a USBdrive orDVDusingany 3rd party
software. Thersimplyinstall BitRaser Mobile Eraser & Diagnostics onto your computer directly fronyour
USB or DVD drive using theps given below.

Installation Steps:
Verify theBitRaser Mobile Eraser & Diagnostics bootable media is connected to your computer and use the
following steps:

1. Power on youcomputerand check the BIOS boot optionstioot fromthe bootable media (USB drive or
DVD).

Note: Toknow howto checkthe BIOSoot options,referto the manufacturer'sdilocumentationthat came
with your computer.
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2. Once the computer boots, you will see thBitRaser Mobile Eraser & Diagnostics" screen. CliclNext to
installBitRaser Mobile Eraser & Diagnostics On your computer.

BitRaser Mobile Eraser & Diagnostics

Welcome to BitRaser Mobile Eraser & Diagnostics installation wizard

This wizard will quide you through the installation of BitRaser Mobile Eraser & Diagnostics.

stellar

< Back Next > Cancel

3. End UserLicense Agreement screenisdisplayedClickAccept to enablethe Next button.

End User License Agreement
END USER LICENSE AGREEMENT I

PLEASE READ THIS AGREEMENT CAREFULLY. BY DOWNLOADING, INSTALLING,
COPYING, ACCESSING OR USING THIS SOFTWARE, ALL OR ANY PORTION OF THIS
SOFTWARE, YOU (HEREINAFTER "CUSTOMER") ACCEPT ALL THE TERMS AND
CONDITIONS OF THIS AGREEMENT WHICH WILL BIND YOU. THE TERMS OF THIS
LICENSE INCLUDE, IN PARTICULAR, LIMITATIONS ON LIABILITY CLAUSE.

IFYOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, WE WILL NOT LICENSE THE
SOFTWARE AND DOCUMENTATION TO YOU AND YOU MUST DISCONTINUE THE
INSTALLATION PROCESS NOW, AND PROMPTLY RETURN THE SOFTWARE AND PROOF O
ENTITLEMENT TO THE PARTY FROM WHOM YQU ACQUIRED THE SOFTWARE.

1. Definitions.

1.1 “Stellar” means Stellar Information Technology Pvt. Ltd., having

its registered office at 205, Skipper Corner, 88, Nehru Place, New Delhi,

India 110019.

1.2 “Compatible Computer” means a Computer with the recommended operating
system and hardware configuration as stated in the Documentation.

1.3 “"Computer” means a virtual or physical device that accepts information

Accept

< Back Mext > Cancel
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4. Clickthe Next button to proceed.

End User License Agreement
END USER LICENSE AGREEMENT

PLEASE READ THIS AGREEMENT CAREFULLY. BY DOWNLOADING, INSTALLING,
COPYING, ACCESSING OR USING THIS SOFTWARE, ALL OR ANY PORTION OF THIS
SOFTWARE, YOU (HEREINAFTER “CUSTOMER") ACCEPT ALL THE TERMS AND
CONDITIONS OF THIS AGREEMENT WHICH WILL BIND YOU. THE TERMS OF THIS
LICENSE INCLUDE, IN PARTICULAR, LIMITATIONS ON LIABILITY CLAUSE.

IFYOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, WE WILL NOT LICENSE THE
SOFTWARE AND DOCUMENTATION TO YOU AND YOU MUST DISCONTINUE THE
INSTALLATION PROCESS NOW, AND PROMPTLY RETURN THE SOFTWARE AND PROOF O
ENTITLEMENT TO THE PARTY FROM WHOM YQU ACQUIRED THE SOFTWARE.

1. Definitions.

1.1 “Stellar” means Stellar Information Technology Pvt. Ltd., having

its registered office at 205, Skipper Corner, 88, Nehru Place, New Delhi,

India 110019.

1.2 “Compatible Computer” means a Computer with the recommended operating
system and hardware configuration as stated in the Documentation.

1.3 “Computer” means a virtual or physical device that accepts information

Accept

< Back Next > Cancel

5. Backup all your Data windowisdisplayedClickNext to openBitRaser Mobile Eraser & Diagnostics

screen.

stellar

BitRaser Mobile Eraser & Diagnostics

Backup All Your Datal

Installation wizard will remove all the existing partitions from your hard drive, while
installing BitRaser Mobile Eraser & Diagnostics. This will lead to removal of all the data
on the selected hard drive.

Before you proceed with the installation, take a backup of all your data residing on the
hard drive, you have selected for installation. Also verify whether your backupis
successful or not.

< Back Mext > Cancel
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6. Usingthe Select Disk drop-down option, clickonthe harddrive nameon whichyouwantto install
BitRaser Mobile Eraser & Diagnostics.

BitRaser Mobile Eraser & Diagnostics
Select the hard drive on which youwant to install BitRaser Mabile Eraser & Diagnostics.

Make sure, you have taken backup of all your data. All data on the selected hard drive
will be deleted during the installation process.

SelectHard Drive and Install

sda -

Disk Size: 1.00TB

stellar

Start Installation

< Back Mext > Cancel

7. Clickstart Installation. "Please wait... installation is in progress” messagehowsthat the installationhas
started.

BitRaser Mobile Eraser & Diagnostics

Select the disk where the application will be installed

Note:All the content on this disk will be deleted
Select Disk
. >
t II. "
Please wait... installation 1s in progress.

Cancel
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8. After the installation process is completed, a screen appears as shown below. Remove installation media
from your system and click oReboot button to restart the workstation.

Note: if youwant to turn off yourcomputersystem click Shutdownbutton.

BitRaser Mobile Eraser & Diagnostics

Installation process complete, please remove installation media and restart the workstatior

stellar
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2.3. CONNECTING TO THE INTERNET

Oncethe BitRaser Mobile Eraser & Diagnostics isinstalledandstarted,it asksyouto connectto the internet
and theNetwork Settings dialog is displayed on startup:

Network Settings hasthe followingfour tabs:

1. Ethernet: Usethistabto connectto the internet usingthe Ethernet orLANconnectionof yourcomputer.
This tab has the following fields:

BitRaser Mobile Eraser & Diagnostics

General User = Erasure  Diagnostics | ESN Check Printer | Network
Ethernet Proxy | Network Status

Network Device: |enol = | Configuration: | Manual >

Address
IP Address |192.168.24.16

Net Mask 255

Gateway |192.168.24

Name Servers

DNS Primary

DNS Secondary |2.8.4.4

Reset

| Cancel ‘ Apply OK

1 Network Device: Usethis fieldto selectthe Network Devicefrom the drop down options,with which
you wishto connect theBitRaser Mobile Eraser & Diagnostics application tothe internet.

1 Configuration: Usethisfield to selectManual or Automatic InternetProtocol(IP)configurationfrom
the drop down options.
o Manual Configuration: TheManualconfigurationis selectedn thisfield by default. This
configuration has the following fields to fill:

A IPAddress
A NetMask
A Gateway
A DNSPrimary
A DNSSecondary

o Automatic Configuration: Thisconfigurationhasthe followingfieldsto fill:
A DHCPFHostname
A NameServers
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Toconnect to theinternet through Ethernetselect the Network Device ar@onfiguration. Enter the
fieldsasgivenaboveandclickConnect. Thefollowingdialogboxshowsthat BitRaser Mobile Eraser &
Diagnostics is successfully connected to the internet:

BitRaser Mobile Eraser & Diagnostics
@ Connected to Internet

Alternatively,if the entereddetailsare incorrector the LANcableis not connectedthe followingdialog
box appears:

BitRaser Mobile Eraser & Diagnostics

Please check enterd IP's or
LAN cable on Interface enp0s3116

Lok |

2. Wireless: BitRaseMobile Erase& Diagnosticsalsoallowsyouto connectto the internetthroughthe
wireless device of your computer.

BitRaser Mobile Eraser & Diagnostics

General User | Erasure | Diagnostics = ESN Check Printer | MNetwork
Ethernet Wireless | Proxy  Metwork Status
Interface |wip1s0 >
Stellar-Guest = Open
SITPL-SYSADMIN 5 WPAZ
Airtel-New-Stellar_5GHz = WPAZ
International-Business = WPAZ
System-Admin-User 3 WPA2
Ground-Floor-User = WPAZ
HR-Quality-WiFi = WPA2Z
1st-Floor-User = WPAZ
2nd-Floor-User = WPAZ
Netgear-R&D = WPAZ
Mac_M1 = WPAZ
Director = WPAZ
testiphone v WPAZ
DIRECT-34-HP M252 Laser]et = WPA2
Airtel_Zerotouch_5G = WPA
Airtel_Zerotouch = WPA
systems = WPAZ
:\:«.-‘—-. na & ana £ 4

16 UserGuide- BitRasemMobile Eraser& Diagnostics Stel I a r



Todothis:
1 Select the wireless devideom the Interface drop-down option. BitRaser MobilEraser &
Diagnosticautomaticallyscananddisplaysthe list of wirelessnetworksavailableto connect.
1 Doubleclickonthe wirelessnetworkfrom the list.
1 Ifthe networkissecuredjt asksyoufor the password Enterthe passwordandclickConnect:

BitRaser Mobile Eraser & Diagnostics

S5I0: Bitraser-M
Encryption: WPAZ2

| SE R NN ".0{ |

Cancel | Connect
k

1 Thefollowingdialogboxshowsthat BitRaser Mobile Eraser & Diagnostics issuccessfullgonnected
to the internet:

BitRaser Mobile Eraser & Diagnostics

@ Connected to Internet

o

3. Proxy: BitRaseMobile Erasei& Diagnosticgivesanoptionto connectto a Proxy serverif required.

17 UserGuide- BitRasemMobile Eraser& Diagnostics Stel I a r



BitRaser Mobile Eraser & Diagnostics

General User | Erasure | Diagnostics = ESN Check Printer | Network
Ethernet Proxy Network Status

Proxy Setting

Hostname/IP:
Port:
Username:

Password:

Set

‘ Cancel | Apply OK

Thefollowingfieldsneedto befilled:

FIELD NAME DESCRIPTION
Hostname/IP Enterthe addressof the proxyserver.
Port Enterthe port numberthat the proxyserveruses.
Username Enterthe proxyusername.
Password Enterthe authenticationpasswordof the proxyuser.

Clickon Set to saveyour preferences.
4. Network Status: Thistab showsthe status of the network Connected or Disconnected. The Refresh

Buttonallowsyouto refreshthe networkstatus.Thistab alsohasan optionto pinga particularURLto
check the networlconnectivity.
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BitRaser Mobile Eraser & Diagnostics

General User Erasure Diagnostics ESN Check Printer Network
Ethernet Proxy | Network Status
Network Status @ Connected Refresh
Ping URL google.com Start Test
Cancel Apply OK
Topinga URL:

1 EnteranyURLsuchasbitraser.cominthe Ping URL field, andclickon Start Test.
1 Ifthe networkisconnectedsuccessfullythis option will show areplyfrom the URLN bytesof data,

similar to thescreen given below:
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BitRaser Mobile Eraser & Diagnostics

General User = Erasure | Diagnostics | ESN Check Printer | Network
Ethernet Proxy | MNetwork Status

Metwork Status :  Connected Refresh

PING google.com (142.250.194.238) 56(84) bytes of data.

64 bytes from del12s08-in-f14.1e100.net (142.250.194.238): icmp_seq=1 ttl=120 ime=35.7 ms
64 bytes from del12508-in-f14.1e100.net (142.250.194.238): icmp_seq=2 ttl=120 ime=35.7 ms
64 bytes from del12s08-in-f14.1e100.net (142.250.194.238): icmp_seq=3 ttl=120 time=35.7 ms
64 bytes from del12s08-in-f14.1e100.net (142.250,194.238): icmp_seq=4 ttl=120 time=35.7 ms
64 bytes from del12s08-in-f14.1e100.net (142.250.194.238): icmp_seq=5 ttl=120 time=35.7 ms

—- google.com ping statistics -

5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 35.660/35.684/35.723/0.022 ms

Ping URL google.com Start Test

Cancel Apply OK

Clickon OK to savethe networksettingsandclosethe window or Cancel to closethe window without
saving.

Note: Atany pointintime, if youwishto openthe network settingsagain,doubleclickonthe Networkiconin
the bottom right of the screen.
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2.4. CREATING NEW USER PROFILE

Whenyourun the BitRaser Mobile Eraser & Diagnostics for the first time, it asksyouto createa new user
profile. To create a new user profile, do thalowing steps:

1. Clickon Create New User button.

BitRaser
© |

2. Thefollowingscreenappearswith the fieldsto fill:

BitRaser

MOBILE ERASER & DIAGNOSTICS

oK

© jal
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Username

Password
ConfirmPassword
PasswordHint (Optional)

= =4 =4 =4

3. Fillinthe abovefields andclick OK.
4. Youcannowloginto BitRaser Mobile Eraser & Diagnostics usingthe new usercredentials.
Note: Thenew userprofileisonlyto login to BitRaserMobile Eraser& Diagnosticsapplication.Thisoption

doesnot create gprofileto loginto BitRaserCloud Thecredentialgo log in toBitRaserCloudare created
separately.
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2.5. BUYING ADDITIONAL LICENSES

You can purchase the additional licenses frottps://www.bitraser.com New licenses will be added tbe

registered account.

To purchase the licenses for BitRaser Mobile Eraser & Diagnostics, follow these steps:

1. Goto https://www.bitraser.com/

2. ClickBuy Now button.

3. Selectthetab BitRaser Mobile Eraser & Diagnostics.

4. Fromthe availablelicenseoptions,selectthe numberof licensesyouwantto purchase.
5. ClickBUY NOW button.

6. Afteryoucompletethe paymentandenterthe requireddetails,clickBuy Now button. Thelicensesaresent
on the email address along with the BitRaser Cloud-ilmgredentials for license management and

distribution.

Note: Youneedto usethe sameemaitid givenat the time of the first purchaseo addthe additionallicensego
your account. In case different emaitid is entered, a new cloud lag account will be created with the

purchased licenses.
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2.6. UPDATING THE SOFTWARE

Stellar releases periodical software updates fitRaser Mobile Eraser & Diagnostics software. You can
updatethe softwareto keepit up-to-date. Theseupdatescanaddnew functionality,feature,service or any
other information that can improve the software.

BitRaser Mobile Eraser & Diagnostics automaticallycheckfor softwareupdatesassoonasit isconnectedto
the internet. If an updateis available BitRaser Mobile Eraser & Diagnostics will showa dialogto updatethe
software as shown below:

BitRaser Mobile Eraser & Diagnostics

Update Available: BitMob_V2.0.0.6.iso
Do you want to update?

Cancel Ik‘ Yes

1. Clickyesto startthe ISOdownloadingprocessThedownloaddialogappearsasfollows:

BitRaser Mobile Eraser & Diagnostics

Downloading : BitMob_W2.0.0.6.is0

N 12%

2. Oncethe downloadis completedsuccessfullyypdate Success messageppearsasshownbelow:

BitRaser Mobile Eraser & Diagnostics

Update Success, Please reboot?

‘__F_!Eboot l

3. ClickrRebootto installandupdateBitRaser Mobile Eraser & Diagnostics.

Note: BitRaserMobile Eraser& Diagnosticsalsokeepthe previousversioninstalledonyourcomputeralong
with the latest version.
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2.7. GENERAL OVERVIEW OF USER INTERFACE

Theuserinterfaceis dividedinto three mainareas:

1. Headerarea

2. Workarea

3. Footerarea

BitRaser
MOBILE ERASER & DIAGNOSTICS HEADER AREA
Devices Details Report E}ng
Select all Total: 0, Selected: 0, Progress: 0 Sortby:| USBID v B =
1-2 1-3.4 1-3.5 1-3.1 141 133 1-3.2
WORK AREA
1-3.6 1-3.7 1-3.7.1 1-3.7.2 1-3.73 1-3.74 14
Erasure Method : | Zeroes (1 Pass) -
FOOTER AREA 2

1. Header Area: Theheaderareacontainsthe following tabsandbuttons:

25

Devices Tab : Thistab containsa listthe connecteddevicesin grid or list view andis usedto
perform erasure and diagnostic process.

Details Tab : Thistab isusedto entervariousdetailsto be includedin reports. Toknow
more, refer to theDetails Section

Report Tab : Thistab providesallist of BitRaser Mobile Eraser & Diagnostics reportsand
various options foWorking on Reports

Settings Button E] : Clickthis button to updatevarioussettingsavailablefor BitRaser Mobile Eraser
& Diagnostics.
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1 AboutButton ﬂ : Clickthis buttonto seeinformationabout BitRaser Mobile Eraser & Diagnostics.

1 Help Button H : Clickthis button to openthis help guidefrom the application.

2. Work Area: Thework areacontainsall the specificinformationandfunctionality of the selectedtab or

button.

3. Footer Area: Thefooter areacontainsthe followingbuttons:

1 PowerButton @ : Clickthis button to logout, reboot, or shutdownBitRaser Mobile Eraser &
Diagnostics. The following screen appears:

BitRaser Mobile Eraser & Diagnostics

This will terminate currently running processes.
Click 'Cancel' to go back to previous screen.

Cancel

Logout Reboot Shutdown

1 License Key Button

»

: Click this button to view thBitRaser Mobile Eraser & Diagnostics license

information.If you are not connectedto BitRaser Cloud, this button opens theUser Settings for login

authentication.

1 Network Button

]

or

-

: Click this button to check the current status of the network. Double

clickto openthe Network Settings. Ared crossmarkon this button showsthat BitRaser Mobile Eraser
& Diagnostics is not connected to the network.

f Battery Icon : Thisicon showsthe battery status of the laptop.

Note: Thisfeatureisnot availablefort / Qa @&
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3. WORKING WITH BITRASER MOBILE ERASER & DIAGNOSTICS

3.1. Settings

3.2.ErasureStages

3.2.1.ErasureProcess

3.3. DiagnosticStages

3.3.1.DiagnosticProcess

3.4.DetailsSection

3.5.Workingon Reports

3.5.1. PreviewReport

3.5.2. SaveReport

3.5.3. SendReportto BitRaserCloud

3.5.4.ChangeReport Settings

3.6.ForgotLoginPassword

3.7.EnableUSBDebuggingn anAndroidDevice
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3.1. SETTINGS

Beforestartingan Erasureor a Diagnostigorocessjt isimportant to understandandconfigurevarioussettings
of BitRaser Mobile Eraser & Diagnostics. After the firstlogin, theSettings window appears automatically.
Alternatively,clickonthe Settings iconon the top right cornerof the screen.Usethis windowto changethe
various general and default settings thie software. Thisvindow has thdollowing tabs:

GeneralSettings
UserSettings
ErasureSettings
DiagnosticSettings
ESNCheck

Printer Settings
Network Settings
ERPServices

© N bk wDhPRE
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1. General Settings:

TheGeneralSettingstab allowsyouto configureerasurewarningsettings, gricgsettings,cloudreport settings,
delete the local reports and select the default erasure method.

BitRaser Mobile Eraser & Diagnostics

General | User  Erasure | Diagnostics = ESNCheck | Printer = MNetwork = ERP Services
Erasure warning settings

V| Enable erasure warning dialog

Grid settings
¥| Show connected devices in the top

v Fix grid Port identifier Set

Cloud report settings

¥ Auto send completed report to cloud

Delete local reports
Delete reports before |15/07/2024 = Delete

Default Action
® Erase Diagnose

Select default erasure method

MIST 800-88 Purge =

Application Logs option

Select Media Click on 'Save' for saving logs into USB storage Save

Manage Vendor List

| Cancel Apply oK

Thefollowingfieldscanbe editedfrom this section:
1 Erasure Warning Settings:

o Enable Erasure Warning Dialog: Checkthis field to enablethe warningmessagédeforethe
initiation of the erasure process.

f Grid Settings: Thisoption allowsyouto setthe layoutof the grid whichis shownwhenwe connectthe
devices.

o Column: Allowsyouto predefinethe numberof columnsin agrid.

o Portldentifier: Allowsyouto predefinenameof eachport to identify the port easily.Clickon Set.
The popup window showalist of USB ports. Type the name against each potihe Identifier
columnand clickOK to save orCancel to exit without saving:
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BitRaser Mobile Eraser & Diagnostics ‘

General | User = Erasure Diagnostics =~ ESN Check = Printer = Network = ERP Services
Erasure warning settings
V! Enable erasure warning dialog
1 BitRaser Mobile Eraser & Diagnostics i
Grid settings
V| Show connectes
USB Port Identifier =
V| Fix grid fier Set
3 1-2
Cloud report sett 13
V! Auto send com 1-4
1 1-5 £
Delete local repol 16
17
Delete reports bef a Delete
1 1.9 £
Default Action - 1-10 b
® Erase 2-1
| 2-2
Select default er: 23
NIST 800-88 Purg 2-4 v -
Cancel OK
Application Logs vpswn
Select Media Click on 'Save' for saving logs into USB storage Save
Manage Vendor List
| Cancel ‘ Apply [o]¢

o Show connected devices at the top of the grid: Checkinghis field allowsyouto displaythe
connected devices at the starting of the grid.

o Fix Grid: Checkinghisfield allowsyouto fix the gridcolumnsi.e.,they cannotbe moved.
Cloud Report Settings:

o Auto send report to cloud: Checkinghis field allowsyouto auto-sendthe reportto the cloud.
Delete Local Reports:

o Delete Reports before: Thisoption allowsyouto deletethe reportsbeforeacertaindate. Specify
the date fromthe calendar and clicthe Delete button. All the reportsgenerated before the
selected date will be deleted.

Default Action: Selectadefaultoption of Erase or Diagnose, whenyouconnectadeviceto BitRaser
Mobile Eraser & Diagnostics.

Select Default Erasure Method: Selectany oneof the erasuremethodsfrom the drop-down optionsto
set the default erasure method for all devices.

Application Logs option: This optionallowsyouto savethe logfiles at the desired destinatiorpath.
Clicksave Logs to selectthe path of a USRIevicewherethe logfile will be savedAfter selectingthe
path, the log files are copied thhe destination anda message appears as shown below, abi&k
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BitRaser Mobile Eraser & Diagnostics

@ Logs are copied successfully

o

f  Manage Vendor List: Clickthis button to add or list the mobilevendormanually jf mobile vendoris not
recognized by the system.

Steps to add mobile vendors name manually:

o Clickmanage vendor list locatedbelowrightin the General tab.

0 Vendor List screenappearsthisscreenisdisplayedist of mobilevendorsname.

BitRaser Mobile Eraser & Diagnostics

Vendor List
ACER ANYDATA ARCHOS v ASUS
BYD COMPAL V| COOL_PAD DELL
ECS FOXCONN FUJITSU FUNAI
v GARMIN_ASUS GIGABYTE HAIER HARRIS
HISENSE V| HTC v/ HONOR v/ INQ_MOBILE
IRIVER INTEL KOBO KT_TECH
v KYOCERA K_TOUCH LAB126 v| LENOVOMOBILE
v LG LUMIGON v LENOVO v MI
MEDIATEK v| MOTOROLA NEC NOOK
v NOKIA_NEW V| NOKIA_OLD V| NVIDIA v| OPPO
oTGY QUYA v ONEPLUE PANTECH
PEGATRON V| PHILIPS PMC FOSITIVO
QISDA v QUALCOMM QUANTA SHARP
SK_TELESYS v/ SONY v SAMSUNG SAN
V| SONY_ERICSSOM V| SONY_HUWAEL TELEEPOCH TI
V| TOSHIBA T_AND_A VIZIO v VIVO
v ZTE v ZUK -
Cancel Add New Vendor Apply OK

o Checkmobilevendornamefrom thisscreen,f the vendorname isavailablecheckthat checkbox
and clickApply to list mobile vendor name in the main user interface.

o If mobilevendor namdsnot found inthe Vendor List screen clickAdd New Vendor button to add
name of mobile vendor manually.

0 User Vendor Listscreenappearsin Add new Vendor section,enter vendorName andID.
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BitRaser Mabile Eraser & Diagnostics

User Vendor List

Add new Vendor
Enter vendor Name: abcd

Enter vendor ID: 0CDE

Delete Added Vendor Add Vendor

Cancel OK

0 ClickAdd Vendor button to listthe vendor namen User Vendor List section.
Note: If youwishto deleteanyvendorfromthe UserVendorListsection,clickDeleteAdded
Vendorbutton.

0 Vendoradded screenappearsasshownbelow,clickOK to continue.

BitRaser Mobile Eraser & Diagnostics

@ Vendor added.

-

o After thevendor nameasaddedunderUser Vendor List, clickOK to continuefurther andCancel to

exit the screen.

Oncethe settingshavebeenmodified, clickthe Apply button to savethe changesOK appliesallthe changes
to the software andcloses the Settings mendancel closes the Settings menmithout saving thechanges.
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2. User Settings:

Usersettingsallowyouto connectBitRaser Mobile Eraser & Diagnostics applicationto the BitRaser Cloud.

Connection toBitRaser Cloud is requiredto acquirethe licensenformation andto initiate the erasure or
diagnostic process.

BitRaser Mobile Eraser & Diagnostics

General | User | Erasure | Diagnostics | ESM Check  Printer = Metwork = ERP Services

User Login

Hostname/IP | https://bitrasercloud.com
UserID example@domain.com
Password password
Status Mot Connected

Log In

v Enable auto login when BitRaser application starts

| cancel | Apply oK

Thefollowingfieldshaveto befilled:

FIELD NAME DESCRIPTION
Hostname' IP Hostnameor IPaddresswherethe BitRaseiCloudConsolés located.
UserID UserlDthat is usedto loginto the BitRaseCloudConsole.
Password Passwordvhichis usedto loginto the BitRaselCloudConsole.
Connected: Shownwhenthe connectionto the BitRaseCloudConsolasactive.
Status Not Connected: Shownwhenthereisno activeconnectionto the BitRaselCloud
Console.

Afteryouhaveenteredthe valuesin allthe fields,clickLog In to loginto the BitRaser Cloud Console.
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BitRaser Mobile Eraser & Diagnostics

General User | Erasure Diagnostics ESN Check | Printer ~ Network ERP Services
User Login
Hostname/IP | https://beta.bitrasercloud.com
UserID bitrasera@gmail.com
Password
Status Connected

Log Out

v| Enable auto login when BitRaser application starts

Cancel Apply oK

CheckingEnable auto login when BitRaser Mobile Eraser & Diagnostics starts option allowsyou to
automaticallyloginto the BitRaser Cloud Console whenyoustart BitRaser Mobile Eraser & Diagnostics
application.

Oncethe settingshavebeenmodified,click Apply button to savethe changesOK appliesallthe changedo
the softwareand closes thé&ettings menuCancel closes the Settings menwithout saving thechanges.
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3. Erasure Settings:

TheErasuresettingtab hasthe followingtwo sub-tabs:

A. iOS Settings:

BitRaser Mobile Eraser & Diagnostics

General | User | Erasure | Diagnostics | ESM Check  Printer = Metwork = ERP Services

i0S | Android
Download Settings

Cache Storage |ios FirmWare Directory Path Browse

Clear Downloaded Firmwares Clear

Erasure Settings
Auto start when device connected
V| Restore with latest firmware

V| Skip setup after erase

Minimum Battery 10%
Number of tries if device fails |5 |+
Cancel Apply 0K

TheiOSsettingstab displaysthe firmware downloadanderasuresettings. Theollowingfieldscanbe

edited from this section:

o Download Settings:

f Cache Storage: This option allows you to select the desired location where the firmware is located.
ClickBrowse button and specifythe path usingLook In dialog box After selectingthe path,click

OK.
1 ClickClear button to removethe downloadediOSfirmware from your hard drive.

o Erasure Settings:

It hasminimumbattery and numberof trials parameterwhich mustbe definedto erasethe data:

f Auto start when device connected: Checking this option allows you to automatically stdre

erasure process once device is connected.
1 Restore with latest Firmware: Checkinghis option allowsyouto erasean|OSdeviceby restoring

the latest firmware.

stellar
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1 Skip Setup: Thischeckboxs enabledby default,allowingyouto activatethe phoneandbypassor
skipthe Ul setup.Youhavethe option to uncheckthe boxif you prefer not to skipsetting upyour
device.

Note: The Skip Setup featureon't function whereither FMIPor MDM isenabledon the device,
or if thedevice is in recovery mode.

f Minimum Battery: You can define the minimum battery percentage using the slider. This
represents theminimum batteryrequiredto erase thedevice's dataFor example: Ijou setthe
slider to 20 % it means that at least 2%4ttery should be there in your device for the Erase
process to take place.

' Number of tries if the device fails: Allows you to definéghe maximum amount of
retries/attemptsfor the erasureprocesso start if in casethe deviceis disconnected/removedn
the middle of the erasure process.

Oncethe settingshavebeenmaodified,click Apply button to savethe changesOK appliesallthe changego
the softwareand closes th&ettings menuCancel closes the Settings menwithout saving thechanges.

B. Android Settings:

BitRaser Mobile Eraser & Diagnostics

General User | Erasure Diagnostics ESN Check | Printer | Network ERP Services
i0S | Android
General Settings
| Erase rooted device
Request SIM card removal during erasure
| Erase device which has samsung knox container
Erasure Settings
Auto start when device connected
Minimum Battery 10%
Number of tries if device fails |5 |+
| Cancel Apply oK

The Android settings tab displays general and erasure settings. The following fields can be edited from
this section:

0 General Settings:
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1 Erase rooted device: Checkinghis option allowsyouto erasean Android device eveniifis
rooted.

1 Request SIM card removal during erasure: Checkingthis option will show a messageto
remove the SIM card from the device before the erasure process starts.

f Erase device which has Samsung Knox container: Checking this option allows you to erase
an Android device that has a Samsung Knox container.

o Erasure Settings:

It hasminimumbattery and numberof trials parameterwhich mustbe definedto erasethe data:

f Minimum Battery: You can define theminimum battery percentage using the slider. This
representsthe minimumbattery requiredto erasethe device'sdata. Forexample:lf yousetthe
slider to 20% it means that at least 20% battehould bethere in your devicdor the Erase
process taake place.

1 Number of tries if the device fails: Allows you to definghe maximum amount of
retries/attemptsfor the erasureprocesdo startif in casethe deviceis disconnected/removed
in the middle of the erasure process.

Oncethe settingshavebeenmodified,click Apply button to savethe changesOK appliesallthe changedo the
softwareand closes the Settings menCancel closes the Settings menwithout saving the changes.
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4. Diagnostic Settings:

TheDiagnostisettingtab hasthe followingtwo subtabs:

38

1

1 Android Settings:

iOS Settings:

BitRaser Mobile Eraser & Diagnostics

General User

i0S | Android

Automatic Test
v Select All

V| Gravity Sensor

v RAM

Manual Test
v Select All

v| Auto Rotation
v Camera (Front)
¥| Camera (Rear)

v Carrier Signal
Accessories
¥| Earphone

Grading
v| Body Grade

Cancel

Erasure

Phone number for live call |121

V| Accelerometer Sensor

v Magnetometer Sensor

v Display Grade

Diagnostics | ESM Check

Barometer Sensor

v

v Gyroscope Sensor
V| Orientation Sensor
v

SIM Card

V| Bluetooth
V| Camera Front Video
V| Camera Rear Video

V| Dead Pixel

v Original Packing

Printer | Metwork ERP Services

v Back Cover

Battery
Internal Memory
Processor

uUsB

Camera (Autofocus)
Camera (Macro)
Camera (Ultrawide)

Earphone Socket

v Charger

Selected tests will be performed on all connected devices

Apply

0K
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BitRaser Mobile Eraser & Diagnostics

General User Erasure Diagnostics ESN Check Printer MNetwork ERP Services
Phene number for live call 121
i05 | Android
Automatic Test
v Select All =
V| Accelerometer Sensor V| Barometer Sensor V| Battery
v Call Dialer v Gravity Sensor v Gyroscope Sensor
V| Internal Memory v Magnetometer Sensar V| Orientation Sensor -
V| Processor V| RAM V| SIM Card =
Manual Test
v Select All =
V| Alert Slider V| Auto Rotation V| Back Key _
v Bluetooth v Camera (Autofocus) v Camera (Front)
v Camera (Macro) v Camera (Rear) v Camera Rear Video
V| Camera Front Video Camera (Ultrawide) v | Carrier Signal |
Accessories
V| Earphone V| Memory Card V| Charger | Original Packing
Grading
V| Body Grade V| Display Grade V| Back Cover
Selected tests will be performed on all connected devices
Cancel Apply oK

Thesetabshavelists of automatictests,manualtests,accessoriesand gradingoptions.Thetestswhichare
checked will be performed on the connected devices.

Oncethe settingshavebeenmodified,click Apply button to savethe changesOK appliesallthe changedo
the softwareand closes th&ettings menuCancel closes the Settings menwithout saving thechanges.

stellar
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5. ESN Check:

AnESNElectronic Serial Number) check detects whether a phisséolen, lost, or blacklisted. Using this tab
you can choose a appropriate option for ESN chelbke performing Erasure/Diagnostics process.

BitRaser Mobile Eraser & Diagnostics

General = User = Erasure = Diagnostics | ESN Check | Printer =~ Network = ERP Services

ESN check settings
V! Perform ESN check on mobile device

® Check ESN manually
Auto check ESN when device is connected
Check ESN on mobile devices along with Erasure/Diagnostics process

Do not perform Erasure/Diagnostics process on ESN failed device

| Cancel | Apply oK

Thefollowingfields canbe selectedfrom ESNchecksettingsections:

0 Perform ESN check on mobile device: Checkhisfield to enablethe followingoptionsto perform ESN

check on selected mobile devices.

1 Check ESN manually: Selectthisoptionto checkthe ESNstatusmanually.

1 Auto check ESN when device is connected: Select this option to check the ESN status automatically,
when the mobile devices is pluggéal

9 Check ESN on mobile devices along with Erasure/Diagnostics process: Choosehis option, if youwant
ESN to be checked automatilyawhile performing Erasure/Diagnostics.

1 Do not perform Erasure/Diagnostics process on ESN failed device: Select this checkbox if you do not

want to perform Erasure/Diagnostics process on ESN failed devices.

Oncethe settingshavebeenmodified, clickthe Apply button to savethe changesOK appliesallthe changego
the softwareand closes thé&ettings menu€ancel closes the Settings menwithout saving thechanges.

6. Printer Settings:
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Thisoption allowsyouto print the information onthe connecteddevices.

It hasthe followingtwo tabs:
A. Printer:

BitRaser Mobile Eraser & Diagnostics

General | User | Erasure Diagnostics =~ ESM Check | Printer | Network ERP Services

Printer | Layout

Printer Settings
Printer QL-700 -
Page Size 62mmx100mm{2-3/7" x 47) -
Printing

Print when device is connected
Print when device is removed after process completed

¥' Print when device process is completed

| Cancel Apply 0K

o Printer Settings:
f Printer: Allowsyouto selectaprinter from the drop-downlist.
1 Page Size: Choosdhe appropriatepapersizefrom the drop-down listthat you canprint on.

0 Printing:
1 Togenerateaprint whenyouconnectthe device,selectthe option Print when device is
connected.

1 Togenerateaprint whenyoudisconnectthe deviceafter the erasureor diagnosticprocess,
select the optionPrint when device is removed after process completed.

1 Togenerateaprint whenthe erasureor diagnosticprocesss completed,selectthe option
Print when device process is completed.

B. Layout:
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Android ioS

BitRaser Mobile Eraser & Diagnostics BitRaser Mobile Eraser & Diagnostics

General =~ User = Erasure = Diagnostics Printer | Network  ERP Services General = User  Erasure = Diagnostics Printer | Network  ERP Services
Printer Layout Printer Layout
Parameters Preview Parameters Preview
Action | Diagnose 2 / BitRaser \ Action | Erasure v / BitRaser \
Device Type ‘e Android ios i SAMSUNG G890 56 (32 GB) Device Type Android @ i0S s iPhone 11 pro (64 GB)
IMEI1: 4343543435800901 IMEI1: 4343543435800901
e (1 TR AR
BitRaserpng Browse Model: SAMSUNG G890 S6 BitRaserpng Browse Model: iPhone 11 pro
[ 000 RO OO e
¥l AssetTag Serial: R3KYS67ESS4 ¥l AssetTag Serial: R3KYS67ES54
V) OsVersion V] Carrier {1 O O OO OO V) OsVersion V] Carrier (1 OO 0RO O OO
Asset Tag: ST/MOB/767 Asset Tag: ST/MOB/767
Vi Grading VP (RN V! Erasel = (1 AR
V| Battery 05 Version: 6.0.1 CarrierATT(Locked) V| Battery 05 Version: 6.0.1 CarrierATT(Locked)
VI FRP Grading: A+ Display Grade: A+ L Status1: Completed Status2: Completed
V! SIM Status & Y V! SIM Status o i
V| USB Port FRP: Locked Battery: Good, 90% V| USB Port FMIP: Locked Battery: Good, 90%
USB Port: 3-1 SIM Card: Yes ¥] Color USB Port: 3-1 SIM Card: Yes
V! SD Card
SO Card: Yes Color: Black
V| Date Date: Fri Sep 13 2024 13:37:26 v/ Date Date: Fri Sep 13 2024 13:37:26
Diagnostic Status: Completed . Erasure Status: Completed
V| Device Status V| Device Status
[ = (=13 (=
R R
k Tool used: BitRaser Moble Eraser and Diagnostics 30.0.7 / \\ Tool used: BitRaser Moble Eraser and Diagnostics 30.0.7 /
Cancel Apply ‘ oK ‘ Cancel Apply ‘ oK ‘

Thelayout taballowsyouto selectalist of parameterssuchas Action (Erasurer Diagnostics)Device
Type(Androidor iOS) CompanyLogo,AssetTag,0SVersionandsoon, for printing the devicelabel. It
alsoshows you the print preview of thiabel with all the device detaikselected by you.

TheQR code displayedbelowthe erasure/ diagnosticcompletionstatusprovides easyccesgo the
report of the erased devices. Scan the €ile to instantlyreceive aPDF version of the report.

Oncethe settingshavebeenmodified,click Apply button to savethe changesOK appliesallthe changes
to the software andcloses the Settings men@ancel closes the Settings menwithout saving the
changes.

Note: BitRaserMobile Eraser& Diagnosticscurrentlysupportsonly Brother QL-700andthe DymoLabel

Writer 450brandsof label makers. Thedabels areveryuseful for asset taggingnd managingdevice
inventory.
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7. Network Settings:

TheNetworksettingshavebeendefinedinthe Connectingo the Internet sectionof this helpguide.
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8.

ERP Services:

BitRaser Mobile Eraser and Diagnostics supportsintegrationwith Makor-2.0 andRazorERP. Fillinthe
required details in order teonnect andmport the reports to your preferred server.

Makor-2.0

BitRaser Mobile Eraser & Diagnostics

General User Erasure

ERP Services
Select ERP

Select Data Transfer Type
Select Sync Erasure Status
ERP URL/ Server IP
ClientID

Scope

Client Secret

ERF Status

Login Status

Cancel

Diagnostics

ESN Check = Printer | MNetwork ERP Services
Makor-2.0 >
Rest API =

merp-20extapi.makeor-erp.com

Connect

Apply oK

RazorERP
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BitRaser Mobile Eraser & Diagnostics

General User | Erasure Diagnostics ESN Check  Printer ~ Network ERP Services

ERP Services
Select ERP RazorERP ~
Select Data Transfer Type FTP Server -

Select Sync Erasure Status

ERP URL/ Server IP ftp01.razorerp.com
Company ID

User Name

Password Password

Apply oK
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3.2. ERASURE STAGES

Beforethe completionof the erasureprocessa seriesof stepstake placewhile we erasea deviceTheerasure
stages are a®llows:

1. DeviceConnection

2. |Initialization

3. FirmwareDownloading

4. Restoration
5. Erasure

Caution Makesureyoudo notinterruptthe processy disconnectinghe deviceor pressinghe powerbutton
at any stage. Doing so might fail the process and harm your device.

1. Device Connection: In this stage,the connectionof the iOS/Androiddevicewhich you want to eraseis

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report &7 7]
Select all Total: 4, Selected: 4, Progress: 0 Sort by : | Name ~|m=
Erase 121 Erase 123 J Erase 124 | Erase 14 13 15 19 =
) iPhone @ iPhone | ® iPhone @ Android
B ) B 8
a & a a
Trust Device Trust Device Trust Device Turn On US8 Debugging
ECID: 221801491a01e ECID: 196¢411423802¢ ECID: 6289101f0a01e IMEL 353684121054716
11 1-2 21 22 23 24 11
i v
Erasure Method : | NIST 800-88 Clear v Start
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2. Initialization: In the initialization phase, the application starts analyzing the device you have connected. In
case you have connected multiple devicése application lists Device Status, Device Type, ECID/IMEI, and Seria

Number ofthe connected devices. The erasuralso possible in casetlie device gets intRecovery mode.

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report En
selectall Total: 3, Selected: 3, Progress: 0 Sort by : | Nam v B=
Erase 12.1 Erase 123 B Erase 124 -4 13 15 19
9 iPhone 13 128GB 9 iPhone SE 2nd Gen 64GB ! iPhone 13 128GB
I~ 3 )
a & &
Connected Connected Connected
ECID: 221801491a01e ECID: 196c411423802e ECID: 6289101f0a01e
Serial: GK3D777H4N Serial: FFXCLAXDPLJQ Serial: THHPG71YF1
11 1-2 21 22 23 24 -n
Erasure Method : | NIST 800-88 Clear

3. Firmware Downloading: Beforethe start of the erasure process fo©S deviceghe firmware downloading
process begins. In case, the firmwaralieady downloaded, the firmware'\gersion will be checked and then
the restoration process begins immediately. The percentage of download completed is displayedanlar

progress bar. If multiple devices are connected at a time, all of them show that their firmware is being
downloaded.
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BitRaser

MOBILE ERASER & DIAGNOSTICS

an
Sortby: | Name =

Total: 3, Selected: 3, Progress: 3

o |

V! selectall
M Erase 123 | Erase 124 14 13 15 19
Phone 13 12568 ° iPhone SE 2nd Gen 64GB || ® iPhone 13 12868
B & &
& \ & \ & \
01h:08m:06s 53m:53s 01h:08m:06s
Downloading 16% Downloading 19% Downloading 16%
ECID: 221801491a01e ECID: 1960411423802¢ ECID: 6289101f0a01e
Serial: GK3D777H4N Serial: FFXCLAXDPLIQ Serial: THHPG71YF1
22 23 24 111

Erasure Method :

Note: ForAndroid devicesthe erasurewill start immediatelyafter the Initialization phase.

A Tl

4. Restoration: When thefirmware downloading for the iOS devices gets complete, the firmware restoration
processstarts. Restoringyour iOSdeviceputsit into an almostcompletelyfactory-resetstate that includesthe

erasure of all dataA 'Restoring Completétext appears after its successful completion.

SitRaser

MOBILE ERASER & DIAGNOSTICS

an
Sort by : | Name R

Total: 3, Selected: 3, Progress: 3

o E

V| Select all
l Erase FH [ETETY [T 18 13 15 19
iPhone 12 mini 12868 || ® iPhone SE 2nd Gen 64G8 || @ iPhone 13 12868
=
&
05m:34s 12m:43s 25m:39s
Restoring 1% Restoring 37% Erasing 52%
ECID: 404963420001 ECID: 196¢411423802¢ ECID: 565d90cS1a0Te
Serial: C7CDWFINOGQD Serial: FFXCLAXDPLIQ Serial: P21XTN79Y
22 23 24 11

Erasure Method :

5. Erasure: Theerasureprocessstartsimmediatelyafter the completionof the restoringprocedure.Whenthe

y 3=

erasureis successfullgompleted,the icondisplaysa greencolorwith the text '‘Completed. Theicondisplaysa

red color with the textFailed in case of erasure failure.

stellar
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BitRaser

MOBILE ERASER & DIAGNOSTICS

[©]7]7]
V| Select all Total: 3, Selected: 3, Progress: 3 Sortby: | Name - B=
M eose 143 W eose one] 18 13 5 19 1
© iPhone 12 mini 128G8 | ® iPhone SE 2nd Gen 64GB | ® iPhone 13 12868
) B
& | & ‘ & :
01m:12s 04m:055 3Im:s7s
Erasing 1% Erasing 15% Erasing 65%
ECID: 404963420001 ECID: 196¢411423802¢ ECID: 565d90c51a01e
Serial: C7CDWFINOGQO Serial: FFXCLAXDPLIQ Serial: P21XTNJ79Y
11

24

<

Erasure Method :

SitRaser

MOBILE ERASER & DIAGNOSTICS

[0 7]]
select all Total: 3, Selected: 3, Progress: 0 Sort by : | Name. v B=
8 13 s & T
© iPhone 12 mini 128G8 || ® iPhone SE 2nd Gen 6468 ® iPhone 13 12868
) g B
& & a
13m:s0s 14mi12s 11m:29s
Completed Completed Completed
ECID: 40d9634a0001e ECID: 196¢411423802¢ ECID: 565d90c51a01e
Serial: CICOWFINOGQD Serial: FXCLAXDPLIQ Serial: P2IXTN79Y
] 12 21 22 23 24 11
‘

Erasure Method : | NIST 800-88 Purge

Youcanviewthe progressof the erasureprocessat anytime duringthe processby doubleclickingonthe
device and clicking otihe Progress tab from the Device Information dialog that opens:
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BitRaser Mobile Eraser & Diagnostics

Device Information

iPhone SE 16GB Gold
Apple Inc.

USB ID: 1-2

Info | Progress

Erase

— Method: Native OS Erasure
Write Pass: 1
Start Time: Fri May 06 2022 11:51:48

End Time:  Fri May 06 2022 12:01:06
Duration:  09m:18s
Status: Completed

Method: Zeroes

Write Pass: 1

Start Time: Fri May 06 2022 12:01:06
@) End Time:  Fri May 06 2022 12:07:21
@) Duration:  06m:14s

Status: Completed

Completed

Cancel

Print Label

Learnin detail aboutthe erasureprocessor iOSand Androiddevicesin the sectionErasureProcess
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3.2.1. ERASURE PROCESS

BitRaser Mobile Eraser & Diagnostics is areliableapplication providingpermanentData Erasure for iPhones,
iPads AppleWatchesand Androiddevices Usingthe BitRaser Data Erasure processgdataonceerasedcannot
be recovered. Thisnsureshat sensitive data does not falto the wrong handsvhen mobile deviceare
disposed of, recycled, or sold. You can also generate an erespioet containing theresults of the process.
Thereport canbesavedto aharddrive/externalmediaor collectedbythe BitRaser Cloud Console. The
application allows you to connect, erase, or diagnose multiple devices at once.

Read the data erasure process suitable for your device:

9 ErasureProcessor Android Devices

9 ErasureProcessor iOSDevices

9 ErasureProcesdor AppleWatches

BitRaser Mobile Eraser & Diagnostics providesl1 data erasure methods. Youcanselectanyoneofthe
following erasuranethods for both Android and iOS devices:

Erasure Methods Description

Thisalgorithmwipesdataby overwritingthe HDDor SSD
drivesusingthe Cryptographic&rasg CE)f a SelfEncryptingDrive(SED).

NativeOSErasure |Thisisthe defaultalgorithmavailableto the usersin the device'sOS.

NISTB00-88Clear

Thisalgorithmwipesdataby overwritingit with zerosin asinglepass.Thisis the

Zeroes . .

fastest algorithm available to a user.
Pseuderandom Thisalgorithmwipesdataby overwritinganentire devicewith randomly
(1 pass) generated numbers in a single pass.

USDepartmentof  [This algorithm wipes data by overwriting the devicehree passes. In the first

Defense, DoD pass,jt overwritesdatawith zerosthenin the secondpass,it overwritesthe data
5220.22M (3 with ones, and finally in the third pass overwrites the data wahdomly
passes) generatedbytes.Thisisa U.S Departmentof Defensealgorithm.

Thisalgorithmwipesdataby overwritingthe devicein sevenpassesThefirst,
US Department of [fourth, and fifth pass are overwriting with random bytejts 8 rightbit shift
Defense, DoD complement, andL6 rightbit shift complement; second ansixth passesre

5200.22M (ECE) (7 |overwriting withzeros, and third and seventh pass with random data.
passes)

ThisisaU.S.Departmentof Defensealgorithm.
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Thisalgorithmwipesdatain seven passesn the first two passesit overwrites

5020(3 passes)

B.Schneier's _ ) . . : .
) the devicewith onesandthen zeros,andin the nextfive passesit overwrites
algorithm(7 passes) _
data with random characters.
Thisalgorithmwipesdataby overwritingit 35times, makingrecoveryof the
PeterGutmann(35 . . _ i _ _
) wipeddataby anytool impossibleThisalgorithmtakesmoretime than other
asses
P wiping algorithms.
Thisalgorithm wipes data by overwriting the mediathree passes. In the first
USArmy AR380-19 pass,t overwritesdatawith randombytes,then in the secondandthird passjt
overwrites data with certain bytes and their complements.
(3passes)
ThisisaU.S Armyalgorithm.
USAirForce AFSSI |Thisalgorithmwipesdataby overwritingthe mediain three passeskFirst,it

overwriteswith zeros, therwith ones,andfinally with randomcharacters.

BritishHMGIS5(3
passes)

Thisalgorithmis athree-passoverwritingalgorithm,first pass- with zeros,the
second passwith ones and the last pass with random data.

Note: Thealgorithmsmentionedaboveare not applicablefor AppleWatches.
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3.2.1.1. ERASURE PROCESS FOR ANDROID DEVICES

You can securely erase data from your device by using the erasure featBi#tRaker Mobile Eraser &
Diagnostics. Youcanchooseanerasuremethodfrom alist of 11 dataerasuremethods.Thesoftwarelists all of
your connected devices. It allows you to perform erasure on multiple devices at once.

Steps to erase data using BitRaser Mobile Eraser & Diagnostics:
1. RunBitRaser Mobile Eraser & Diagnostics. Plugthe Androiddeviceinto the computer.

2. TheDevices tab (which is selected by default) lists all the attached devices. The screen which appears i

displayed below:

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report mn
selectall Total: 3, Selected: 2, Progress: 0 Sortby :| Name MEE
Erase One Erase 1.8 |l Erase 14 16 13 5 19
° Android | ® Android | ® Android
) B
& &
Turn On USB Debugging Turn On USB Debugging Turn On USB Debugging
11 12 21 22 23 24 11
‘ ’
Erasure Method : | NIST 800-88 Clear - Start

3. YourAndroiddeviceappearswith the messageéTurn On USB Debugging' onceit isconnected.Tocontinue

from this stage, USB Debugging mustdilewed fromyour Android device.

Note: Pleaseaeferto the section'EnableUSBDebuqggingn an Androiddeviceto knowhowto turn onUSB
Debugging.

4. Allthe devicesalongwith their informationlike procesqErase or Diagnose), USBport name,type, progress
bar,status,ECID/IMElandserialnumber aredisplayed.Y oucanalsoseeiconsfor connectivitystatus,SIM

card status, and FRP (Find my devioeked/unlocked status.
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Note: If youwishto changethe procesgEraseor Diagnosg, clickonthe Diagnosg headerareain orange
color)to change the process to Erase (header aregr@en color) and vice versa.

Note: If youwishto checkthe ESNstatusof the mobiledevicepriorto Eraseprocessgclickonthe ESN check

(Footer area in blue color). For more information on how to make prior settings for this featureSsee

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report mn
Select all Total: 3, Selected: 3, Progress: 0 Sortby: | Nam = =
Erase One Eras 18 Erase 14 16 13 19
, 2117 , Pixel 2 9 SM N986B
% ™ 7}
& & &
Connected Connected Connected
IMEL 867353062628131 IMEL 137083075 IMEL 353684121054716
Serial: 89301410323 Serial: HT7AG1A00338 Serial: RZCNAOO146E
11 12 21 22 23 11
v
Erasure Method : | NIST 800-88 Clear Start

5. Select the devicéo erase by marking the chedlox before every device. MaSelect All option to select

every listed device for erasing.

Tip: When you instalBitRaser Mobile Eraser & Diagnostios; a device running Android OS, yaantrol

whichcapabilitiesor information BitRaserMobile Eraser &Diagnosticscanaccessknown asPermissions

For example, the application might want permission to see geuice's contacts or location. You can control

which permissions the application can access after it installs on your device.

6. BitRaser Mobile Eraser & Diagnostics prompts the user taallow permissions on the connected Android

device.ClickAllow on eachof the permissionsrom your Androiddeviceto permit accesgo photos,media,

files, and phone calls.
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. BitRaserMobileErasure

Additional text expiaining why this needs to be
added

Activating administrator will sllow
BitRassrMobieErasura 1o perform the following

operations: _ {. Allow BitRaserMobileErasure
. Allow BitRaserMobileErasure to make and manage phone
Erase all data 5 5y
Erase the phone's data withaut waming by = to access your contacts? calls?
pesforming a tactory data reset
* Monitor screen-unlock attempts 1013 DENY  ALLOW

Marestor the numbesr of incarmect passwords
typed. when unlocking the screen, and lock
the phaone or erase ol the phone's data if
ton many Inconect passwoeds e typad

* Lock the screen

Control how and when the screen locka

CANCEL ACTIVATE

Allow BitRaserMobileErasure
to access photos, media, and
files on your device?

DENY ALLOW

Note: Keepin mindthat turning off permissionsnay causeBitRaserMobile Eraser& Diagnosticson
your device tdose functionality.

Note: ForRedmidevicesyouneedto installa BitRaserAndroidErasure.apényour phone.See
Procedure tanstallBitRaserAndroidErasure.apk Redmi Phone.

7. Youcanpreviewthe device'sinformationeitherin Grid view or List view =.
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1 Inthe Grid view, the devicesgetdisplayedn agrid-like structure,and alsothe devicescanbe sort using
the Sort By option. The Sort By option allows sorting the devices based dhe following

information/criteria: USB ID, Name, Serial Number, T\gize, ECID/IMEI, and Status.

Sort by : ~
USE ID
Mame

Serial Mumber
Type

ECID/IMEI
Status

1 Inthe List view, the devicesget displayedin alist.

BIitR
nt=kRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report 237 [ ?]
Select all Total: 4, Progress: 0 =
ACtiOn USE Port Name Icons serial No Type Size ECID/IMED Progress Status
L3GNNH39FW rra Blue 359664926806504.
v P erase % e iPhone > & THHPGTTYFI iPhone 13 Midnight 128GB 352224320089311 Connected
v P Erase 19 [ ] Android B & ACRK6R4122004901 ALLNXT 869627074907577 Connected
v P Erase 15 [ ] Android (Y R3CRCOBHRTN SMF711B 352334255446970 Connected
Erasure Method : | NIST 800-88 Purge - Download Firmware

8. Doubleclickingon anyof the displayeddeviceswill showthe device information othe corresponding

device. These details can be printed by clicking onPitiet Label button.
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BitRaser Mobile Eraser & Diagnostics

SM_FT11B
Samsung

Device Information

e ————————

ol B

USB ID 9-4

Info Progress

Device
Type:
IMEL:

SD Card:
SIM Card:
FRP:
MDM:
Serial:

Battery
Type:

Health:
Temperature:
Level:

SM_F711E
352334255446970
Absent

Present

Locked

N/A
R3ICRCOBHRTM

Li-ion

Good,3200 mah (max)
813 °F

100

Connected

Cancel

Print Label

9. Fromthe dialogthat appearsclickon USB ID to changethe identifier for the USBport. ClickOK.

BitRaser Mobile Eraser & Diagnostics

Device Information

xrZ

USB Port Idertifier

Enter identifier for USB port 13-2 :

SM_FT11B
Samsung
USB ID 13-2
Info Progress
BitRaser Mobile Eraser & Diagnostics

Cancel

OK

S

o

Battery
Type:

Health:
Temperature:
Level:

Li-ion

Good,3200 mah (max)
91.4 °F

a7

Connected

Cancel

Print Label

10.Selectanyone ofthe 11 erasuremethodsfrom the bottom of the screenby clickingon the drop-down

menu.

57 UserGuide- BitRasemMobile Eraser& Diagnostics

stellar



MNIST 800-28 Clear

US DeD 5220.22-M (3 passes)

US DoD 5200.22-M (ECE) (7 passes)
B.Schneier's algorithm (7 passes)
British HMG 155 (3 passes)

Mative OS5 Erasure

Peter Gutmann (35 passes)
Pseudo-random (2 passes)

US Army AR 380-19 (3 passes)

US Air Force, AFSSI 5020(3 passes)

Zeroes

frasure Method @ | NIST 800-88 Purge v

11.Clickstart to beginthe erasingprocess.

Note: If youwishto erasea singledevice,youcanstartthe processdy simplyclickingthe play button inthe
middle.

12. Awarningmessageppearsaskingto proceedto the erasureprocessClickProceed.

BitRaser Mobile Eraser & Diagnostics

This process will erase all data on the device beyond recovery.

Please do not disconnect device during process.

[] Don't shew again Cancel Proceed

Note: If youdo not wishto seethe warningmessagehe nexttime youerasea device,mark Don't ShowAgain

checkbox.

Note: Atthisstage,BitRaserMobile Eraser& Diagnosticsacquirelicensenformationfrom BitRaserCloud,and
licenses are consumed depending uponienber of devices you have selected for erasure. Thergfoteneed

an active internetonnection to start the erasing process.

58 UserGuide- BitRasemMobile Eraser& Diagnostics Stel I a r



Procedure to Install BitRaserAndroidErasure.apk on Redmi Devices:

1. OpenFile Manager on
your Redmi phone

4. Clickinstall to beginthe
installation process

0:58 e G GD

@ BitRaserMobileErasure

Do you want to install this application? It
does not require any special access.

CANCEL  INSTALL

] @ <

2.Locateand
openBitraser folder

0:58 - (O CGD

. © B Q

Internal storage

" Bitraser

5. Waitwhilethe device
installs the.apk file

3:01PM % Bl = CGD4

B BitRaserMobileErasure

Installing...
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3. Selectand
openBitRaserAndroidErasure.apk
0:58 . G CGB
=* ® £ Q

Internal storage > Bitraser

- BitRaserAndroidErasure.apk

6. BitRaserMobileErasure isinstalled
successfully

0:59 e & GD

BitRaserMobileErasure
This app is safe

Details

DUALAPPS  OPEN

] @ <
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3.2.1.2. ERASURE PROCESS FOR iOS DEVICES

BitRaser Mobile Eraser & Diagnostics allowsyouto eraseyour data fromall of youriOS devicebke iPhones
andiPadslt alsosupportscompletedataerasurefrom AppleWatches.Thesoftwareprovidesyoualist of 11
dataerasuremethodsfor erasingyourdata. BitRaser Mobile Eraser & Diagnostics listsall of yourconnected
devices and allows you to perform erasure on multiple devaigailtaneously.

Steps To erase data using BitRaser Mobile Eraser & Diagnostics:
1. RunBitRaser Mobile Eraser & Diagnostics. Plugthe iOSdeviceinto the computer.

2. TheDevices tab (whichis selectedby default) listsall the attacheddevices Thescreenwhichappearss
displayed below:

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report E]n
select all Total: 4, Selected: 4, Progress: 0 Sortby: | Name ~|m=
Erase 121 Erase 123 0 Erase A VE 14 13 5 19 =
© iPhone || ® iPhone || ® iPhone || ® Android
3 b 53 3
& & a &
Trust Device Trust Device Turn On US8 Debugging
ECID: 221801491a01e ECID: 196c411423802e ECID: 6289101f0a01e IMEL: 353684121054716
11 12 21 22 23 24 1
‘ v
Erasure Method : | NIST 800-88 Clear - Start

3. YouriOSdeviceappearswith amessageTrust this Computer?'. Clickon 'Trust' button to proceedfurther.
-

Trust This Computer?
> Your settings and data will be | |
accessible from this computer when \
connected wirelessly or using a cable. !

Don't Trust
Ellllll[llllllllllﬁtth

Trust
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Note: Youneedto Trustthe computerto enablesyncand datatransferbetweenyourconnectedOSdeviceand
the computer. Keep imind that clickingon'Don't Trust'instead of Trust' may causeBitRaserMobile Eraser
& Diagnosticson your device to lose functionality.

4. Allthe devicesalongwith their informationlike processErase or Diagnose), USBoort name,type, progress
bar,status, ECID/IMEI, arsgrial number are displayed. Yoanalsosee icons for connectivitstatus, SIM
card status, and FMIP locked/unlocked status.

Note: If youwishto changethe procesgEraseor Diagnosg, clickonthe Diagnosgheaderareain orange
color)to change the process to Erase (header aregraen color) and vice versa.

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report mn
Select all Total: 4, Progress: 0 Sort by | Name MEE
. ALNXI | | ® SMFTI1B | |® iPhone 13 12868 ® iPhane 13 Pro 12668
& B > %]
& & Y a8
Connected Connected Connected Connected
IMEL; 869627074907577 IMEL: 352334255446570 ECID: 6289101f0a0te ECID: 639962121801
Serial: ACRK6R4122004901 Serial: R3CRCOBHRTN Serial: THHPG71YF1 Serial: L3QNNH39FW
12 1-4 21 22 23 24
Erasure Method : | NIST 800-88 Purge - Download Firmware Start

5. Selectthe deviceto eraseby markingthe checkboxbeforeeverydevice.YoucanmarkSelect All option for
selecting every listed device at once.

6. Youcanpreviewthe device'snformationeitherin Grid view % or List view

1 Inthe Grid view, the devicesget displayedn agrid-like structure,andalso thedevicescanbe sort
using theSort By option. TheSort By option allows sorting the devices based on the following
information/criteria: USB ID, Name, Serial Number, Tygiee, ECID/IMEI, and Status.

Sort by : ~
USE ID
Mame

Senal Mumber
Type

ECID/IMEI
Status
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1 Inthe List view, the devicesgetdisplayedn alist.

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report E
(2 select Al Total: 4, Selectect 4, Progress: 0 BE
Action USB Port Neme Senal No Type Size ECIDAME! Progress Status
(= 2 Erase 13 ® Android =80 RZCNADIAEE SM_NSaEB o% Connected
(= 2 Ersse n-4 ] iPhone B & FYDYS0STHGTM Phene 7 128GB 73731706510377... o% Connected
(~2 2 Erase &1 ] Phane & 8 L3QNNH3SFW Phone 13 Pro 128GB 17521668323737... o% Connected
(2 2 Erase n2 ° Android & 8 O meuosne Pirel 2468 351615081321010 o% Connected

Cusweetrd:  [NEOS e S
p =

7. Doubleclickingon anyof the displayeddeviceswill showthe deviceinformation of the corresponding
device. These details can be printed by clicking onPitiet Label button.

BitRaser Mobile Eraser & Diagnostics

Device Information
iPhone 13 Pro 128GB Sierra Blue
Apple Inc.
USB ID: (1-10)
Info
Device =i
— Type: iPhone 13 Pro Sierra Blue 128GB
Model: iPhone 13 Pro
IMEI: 359664928806504
_———— FMIP: Locked

MDM: NA
JailBreak: No
SIM Card: Inserted
Serial: L3QNNH39FW
Model No: MLVD3
ECID: 6399621a1801e

0O UDID: 00008110-0006399621A1801E =

@) Battery
Serial: F8Y1461161T13RFB7
Cycle: 289 =~
| Cancel ’ Print Label

8. Fromthe dialogthat appearsgclickon USB ID to changethe identifier for the USBport. ClickOK.
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BitRaser Mobile Eraser & Diagnostics

Device Information
iPhone 13 128GB Midnight
Apple Inc.
USB ID: 1-8
BitRaser Mobile Eraser & Diagnostics
—— USB Port Identifier B
Enter identifier for USB port 1-8 :
OO0
ox
| ModelNo:  MLPE3
ECID: 6289101f0a01e
e uDID: 00008110-0006289101F0ADTE —
O Battery
Serial: FBY3517002V1YPOSP
Cycle: 11 =l
Connected
Print Label
9. Selectanyoneof the 11 erasure methodgrom the bottom of the screenby clickingonthe drop-down
menu.
MIST 800-88 Clear
US DoD 5220.22-M (3 passes)
US DoD 5200.22-M (ECE) (7 passes)
B.Schneier's algorithm (7 passes)
British HMG 155 (3 passes)
Mative O5 Erasure
Peter Gutmann (35 passes) I
Pseude-random (2 passes)
US Army AR 380-19 (3 passes)
US Air Force, AFS51 5020(3 passes)
Zeroes
frasure Method @ | NIST 800-88 Purge e

Note: Thealgorithmsshownaboveare not applicablefor AppleWatchesYouhaveto manuallyerasedata
from the Apple Watch

10.Clickstart to initiate the erasingprocess.

Note: If youwishto erasea singledevice,youcanstartthe procesdy simplyclickingthe play buttonin the
middle.

11.Awarningmessageppearsaskingto proceedto the erasureprocessClickProceed.
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BitRaser Mobile Eraser & Diagnostics

This process will erase all data on the device beyond recovery.

Please do not disconnect device during process.

[] Don't show again Cancel Proceed

Note: If youdo not wishto seethe warningmessagehe nexttime you erasea device selectthe Don'tshow
again checkbox.

Note: Atthis stage BitRaser Mobile Eraser &iagnosticsacquires licensamformation fromBitRaser
Cloud,andlicensesare consumediependinguponthe numberof devicegyouhaveselectedor erasure.
Therefore, you need an activigernet connection to start the erasing process.
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3.2.1.3. ERASURE PROCESS FOR APPLE WATCHES

BitRaser Mobile Eraser & Diagnostics is efficiently capableof not only erasingdatafrom iPhonesjPads and
Androiddevices but alsérom AppleWatches It supports data erasurbom AppleWatchSeriesl, 2, 3,4,5
and Series SE. Your Apple Watch should have a minimdi®@%fattery backup for successful data
erasure.BitRaser Mobile Eraser & Diagnostics allowsyou to see your connectedpple Watch's information
like procesqErase)USBport name,type, progresshar, status,ECID/IMEI, anderialnumber.Youcanalsosee
icons for connectivitytatus, SIM cardtatus, and FMIRbcked or unlocked status. You can preview
thisinformation eitherin Gridview or Listview. Thesoftwareallowsyouto securelyerase datdrom both

activated and noractivated Apple Watches.

Steps to erase data when the Apple Watch is activated:

1. RunBitRaser Mobile Eraser & Diagnostics.

2. Detachthe bandsfrom the AppleWatch.

3. Removehe capshieldingthe pin onthe AppleWatchusinga smallpin or similartool.

4. Connectyour Apple Watchto the iBUSadapter,ensuringthat the iBUStext is positionedtowardsthe front
of the Apple Watch's display, then plug the adapter into the computer using adaBlB.

Note: If the deviceitemisn't visiblein BitRaserattempt flippingthe lightning cableupsidedown.

Note: Youneedto pair AppleWatchto iPhoneandthen performa manualfactoryresetfromthe Apple
Watch's menu.

5. TheDevices tab (whichis selectedby default) lists all the attacheddevices Thescreenwhichappearsis
displayed below:
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BitRaser

MOBILE ERASER & DIAGNOSTICS

Devices Details Report En
select all Total: 3, Progress: 0 Sortby: | Name BEE]
s 4 15 7 12
® SMF7I1B | @ iPhone 13 12868 | @ Apple Watch
= B B
a a8 a8

> > >

Connected Connected Connected
IMEL 352334255446970 ECID: 6289101f0a01e ECID: d094a4402180202e
Serial: R3CRCOSHRTN Serial: THHPGT1YF1 Serial: MEFCX269KV

Erasure Method : | NIST 800-88 Purge - Download Firmware Start

6. YourAppleWatchappearswith amessagéTrust this Computer'. Clickon 'Trust' button to proceedfurther.

Trust This
Computer?
Your settings and
data will be
accessible from
this computer
when connected

wirelessly or using
acable.

Trust

Don't Trust

Note: Youneedto Trustthe computerto enablesyncand datatransferbetweenyourconnectedAppleWatch
andthe computer. Keep imind that clickingon'Don't Trust'instead of Trust' may causeBitRaser Mobile
Eraser & Diagnosticen your device to lose functionality.

7. YoucanseeyourconnectedAppleWatch'sinformation by double-clickingon its icon. Thesedetailscanbe
printed by clicking on th@rint Label button.
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BitRaser Mobile Eraser & Diagnostics

- -
Device Information
Apple Watch SE 2
Apple Inc.
USBID 31
Info Progress
A Device ol
—
IMEL: 350326913544271
SIM Card: Absent
= FIVIIP:
MDM: N/A
JailBreak Device: No
Serial: MBFCX269KV
ECID: 15029818451739094958
uDID: 00008301-D094A4402180202E
O Battery
O Serial: F5D31045FF31WHFAZ
Cycle: g
Capacity: 251/245 mah (100 %) v
Connected
Print Label

Note: Fromthe dialogboxthat appearsclickon USBD if youwishto changethe identifier of the USBport,
and then clickOK

BitRaser Mobile Eraser & Diagnostics

Device Information

Apple Watch SE 2
Apple Inc.
USB 1D 3-1
Info Progress
. . . . n
BitRaser Mobile Eraser & Diagnostics

USE Port Identifier

Enter identifier for USB port 3-1 :

[000000004

Cancel oK
upID: 00008301-D094A4402180202E

O Battery
0 Serial: F5D31045FF3TWHFAZ
Cycle: g
Capacity: 251/245 mah (100 %) v
Connected
Print Label

8. Presghe DigitalCrownof your AppleWatchfor two secondso openthe HomeScreen.
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9. Taponthe "Settings" appfrom your AppleWatch'sHomeScreenandclickon "General" button.

411:25

£ Notifications

O O 1 @ Airplane Mode
)

10.Scrolldownandtap "Reset".

Regulatory

Storage

Reset

Shut Down

11.Select'Erase All Content and Settings". It promptsyouto enteryour AppleWatch'spasscode iit is
passcode protected.

Enter Passcode

411:25

Erase All Content
and Settings

Reset Home
Screen Layout

12.Adialoghoxappeardellingyouto confirmwhetheryouwantto erase youmedia,data,andsettingsor
not. Tap on"Erase All" to initiate the erasure process.
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All media, data and
settings will be
erased. This cannot
be undone. Are you
sure you want to

continue?

Cancel

Note: Youwill needto first unpairyour AppleWatchbeforeerasingif youwishto removethe activationlock.
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Steps to erase data when the Apple Watch is not activated:

1. RunBitRaser Mobile Eraser & Diagnostics.

2. Detachthe bandsfrom the AppleWatch.

3. Removehe capshieldingthe pin onthe AppleWatchusingasmallpin or similartool.

4. Connectyour Apple Watchto the iBUSadapter,ensuringthat the iBUStext is positionedtowardsthe front
of the Apple Watch's display, then plug tlaglapter into the computer using a USB cable.

5. TheDevices tab (whichis selectedby default) listsall the attacheddevices.Thescreenwhichappearss
displayed below:

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report 77 ]
Select all Total: 3, Progress: 0 Sortby: | Name -z
Erase 13 rase 1.8 15 14 16 7 2
0 SMFPIE | @ iPhone 13 12868 | | @ Apple Watch
& B B
& & &
Connected Connected Connected
IMEL 352334255446970 ECID: 6289101f0a01e ECID: d094a4402180202e
Serial: R3CRCOSHRTN Serial: THHPG71YF1 Serial: MGFCX269KV
13 ] 21 22 23 24
Erasure Method : | NIST 800-88 Purge - Download Firmware Start

6. Youcanseeyournon-activatedAppleWatch'sinformation by double-clickingonits icon,just likethe
activated Apple WatchClick on thePrint Labebutton to print these details.

Note: Fromthe dialogboxthat appearsclickon USBDif youwishto changethe identifier of the USBport,
and then clickOK

7. Pressandholdthe DigitalCrownyour Apple Watch.
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iPhone
Apple Watch

e,

01.

8. Adialog boxappearsellingyouto confirmwhether youwantto resetyour AppleWatchor not. Tap
on "Reset" button to begin the erasure process.

Cancel.

Restart Setup?
This will reset the
device to factory

defaults.

02.
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3.3. DIAGNOSTIC STAGES

Before the completion of the diagnostic processeaies of steps take place while we diagnose a device. The

diagnostic stages are as follows:

1. DeviceConnection

2. Initialization

3. Automatic DiagnosticT ests

4. Manual DiagnosticTests

5. Accessoriesand Grading

Caution: Make sureyoudo not interruptthe processdy disconnectinghe deviceor pressinghe powerbutton
at any stage. Doing so might fail the process and harm your device.

1. Device Connection: In this stage, the connection of the iOS/Android device that you want to diagnose is

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report &7 7]
select all Total: 4, Selected: 0, Progress: 0 Sortby: | Name v | B=
[9 Diagnose 1-2.1 09 Diagnose 1-2.3 J Diagnose 124 14 13 15 19 =
3 iPhone 13 12868 ® iPhone SE 2nd Gen 64GB =~ @ iPhone 13 128GB
& ™ &
& & a
Connected Connected Connected
ECID: 221801491a01e ECID: 196¢411423802¢ ECID: 6289101f0a01e
Serial: GK3D777H4N Serial: FFXCLAXDPLJQ Serial: THHPG71YF1
11 1-2 21 22 23 24 -n
Erasure Method : | NIST 800-88 Clear

2. Initialization: In the initialization phase, the application starts analyzing the device you have connected. In
case you have connected multiple devices, the application lists Device Status, Device Type, ECID/IMEI, and S

Number of the connected devise
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Theapplicationpromptsthe userto Install App from device for Redmi devicesand Allow Permission®n other

android devices. Procedd this process on the device as required by #pplication.

Note: ForRedmidevicesyouneedto install a BitraserMobileDiagnostics.apkn yourphone.SeeProcedureo

install BitraserMobileDiagnostics.apk on Redmi Phtmnlenow the required steps.

SitRaser

MOBILE ERASER & DIAGNOSTICS

Total: 3, Selected: 3, Progress: 3

M Diagnose 123 | ¥ Diagnose
’ iPhone 13 128GB , iPhone SE 2nd Gen 64GB = @
B 8
&

1-24 14
iPhone 13 128GB

Diagnosing 57% Diagnosing 57% DI
ECID: 221801491a07e ECID: 196¢411423802¢

Serial: GK3D777HAN Serial: FFXCLAXDPLIQ

iagnosing 57%
ECID: 6289101f0a01e
Serial: THHPG71YF1

Erasure Method : | NIST 800-88 Clear
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BitRaser

MOBILE ERASER & DIAGNOSTICS

=

V! select all Total: 3, Selected: 3, Progress: 3 Sortby :| Name

] E

[ Diagnose 1-2.1 ¥ Diagnose 123 | ¥ Diagnose 1-24 14 13 15, 19,
° iPhone 13 12868 ® iPhone SE 2nd Gen 64GB | ® iPhone 13 128GB
B & B

& & &

Start Application Start Application Start Application
ECID: 221801491a01e ECID: 196c411423802¢ ECID: 6289101f0a01e
Serial: GK3D777HAN Serial: FFXCLAXDPLIQ Serial: THHPG71YF1

Erasure Method : | NIST 800-88 Clear

@ y A=

3. Automatic Diagnostic Tests: The automaticdiagnostictests starts immediately after the diagnosticprocedure
isinitiated. The device atis stage goeshrough a series ohutomatictests.You can view the progress of the
diagnostic process by doubtdicking on the device and clicking on theogress tab from the Device

Information dialog that opens:

BitRaser Mobile Eraser & Diagnostics

Device Information
iPad mini 6th Gen 64GB Space Gray
Apple Inc.
USB ID: 11
Info | Progress
Automatic 2
Accelerometer Sensor:  Pass
Barometer Sensor: Pass
Battery: Pass
Gravity Sensor: Pass
Gyroscope Sensor: Pass
Internal Memory: Pass
Magnetometer Sensor: Pass
Orientation Sensor: Pass
Processor: Pass
RAM: Pass
SIM Card: Fail
USB: Pass
Manual
Antn Ratatinn: Pacc ;[
Diagnosing
Cancel Print Label

4. Manual Diagnostic Tests: At this stage, thelevicegoes througha series of manuatests. Theseare a series
of easy tests thayou needto perform manuallyon the device.Followthe simpleinstructionsonthe deviceto

perform these tests.
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5. Accessories and Grading: After the completion of manual tests, the devigeses youan option to enter the

accessories such as charger, earphone, memory card, original packing, etc. that are available with the devic
Mark the checkboxes for the accessories if they are available.

Thedevicealsoasksyouto gradethe backcover,body,display,andoverallgradingon ascaleof A+,A,B,andC
with A+ being the highest grading and C being the lowest.

Whenthe diagnosegetssuccessfullgompleted,the icondisplaysa greencolorwith the text 'Completed. The

icon displays a redolor with the text'Failed in case of diagnose failure.

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report mn
] Select all Total: 3, Selected: 3, Progress: 0 Sortby : | Name ~|lm=
M Diagnose 1-2.1 J8 Diagnose 1.2.3 | Diagnose 124 14 13 15 19
, iPhone 13 128GB ! iPhone SE 2nd Gen 64GB , iPhone 13 128GB
™ ™ o
& & &
Completed Completed Completed
ECID: 221801491201 £CID: 196411423802 £CID: 62891010301
Serial: GK3D777HAN Serial: FFXCLAXDPLJQ Serial: THHPG71YF1
11 12 21 22 23 2-4 11
Erasure Method : | NIST 800-88 Clear

Procedure to Install BitraserMobileDiagnostics.apk on Redmi Devices:

1.OpenFile Manager on 2. Locateand openBitraser 3. Selectandopen

your Redmi phone folder BitraserMobileDiagnostics.apk
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3:01PM 2 Bl D G4 3:01PM 2 Bl D G4 * 3:01PM 2 2.l B ) »
®

= ©® Q
- g

Weather Calendar Cleaner

) BitraserMobileDiagnostics.apk

A02ME | 13107120 319 PM

File Manager

Mi Video

Android

More apps

8
&

MiPay

=]
§iQ
=

Download

Whats s
WhatsApp Aarogya Setu Bindaas MIUI

systemui

WhatsApp

4106/20 2:00 48

5 o
-
<

& a
a

packageclear.sh

4.ClicKnstall to beginthe 5. Waitwhilethe device 6. BitRaser Mobile Diagnostic
installation process installs the.apk file isinstalledsuccessfully
3:01PM % .l = GO+ ﬂ 3:01PM % 3l 3 GO # * 3:23PM 7 3 il = @4
- BitRaser Mobile Diagnostic - BitRaser Mobile Diagnostic &
Do you want to install this application? It
does not require any special access.
BitRaser Mobile Diagnostic
Details
Installing...
CANCEL  INSTALL MORE APPS OPEN
= @ <4 | | @ 4 | (O] <

Learnin detail aboutthe diagnosticprocessfor iOSand Androiddevicesin the sectionDiagnostid®rocess
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3.3.1. DIAGNOSTIC PROCESS
Youcandiagnoseyourdeviceby usingthe diagnosdeature of BitRaser Mobile Eraser & Diagnostics.

Steps to diagnose a device using BitRaser Mobile Eraser & Diagnostics:
1. RunBitRaser Mobile Eraser & Diagnostics. Plugthe iOS/Androiddeviceinto the computer.

2. TheDevices tab (selected by default)sts all the attachediOS/Android deviceslhe screen whichppears

is displayed below:

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report En
Select all Total: 4, Selected: 0, Progress: 0 Sort by : | Nam v | BE
M Diagnose. 121 |l Diagnose 123 | Ml Diagnose 124 14 13 15 19
° iPhone | ® iPhone | ® iPhone
o & &
& & &
Trust Device Trust Device Trust Device
ECID: 221801491a01e ECID: 196¢411423802¢ ECID: 6289101f0a01e
1 1-2 21 22 23 2- -
Erasure Method : | NIST 800-88 Clear

Adevicemessageappearsafter its connection.For example: Inthe abovescreen,an Androiddeviceshows
the messageTurn On USB Debugging' and iOS device showBrust Device'. Tocontinue from this stage,

USB Debuggingiust beallowed on theAndroiddevice'send and Trust Device must ballowed on theilOS

device's end.

Note: Formoreinformation,pleasereferto the sectionEnableUSBDebuggingn an Androiddevice.

3. Allthe devicesalongwith their informationlike procesgErase or Diagnose), USBport name,type, progress
bar, status,ECID/IMElandserial number are displayed. Yoanalsoseeicons for connectivitygtatus,SIM

card status, and FMD (Find my device) locked/unlocked status.
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Note: If youwishto changethe procesgEraseor Diagnosg, clickonthe Eras€headerareain greencolor)

to change the process tiagnose (header area in orange color) and vise versa.

Note: If you wish to check the ESN status of the mobile device pridragnoseprocess, click on thESN
check(Footer area in blue color). For more information on how to make prior settings for this feature, see

ESN check
4. Youcanpreviewthe device'sinformationeitherin a Grid view or List view.

1 Inthe Grid view, the devicesget displayedn agrid-like structure,andalso thedevicescanbe sort
using theSort By option. TheSort By option allows sorting the devices based on the following

information/criteria: USB ID, Name, Serial Number, Tyjiee ECID/IMEI, and Status.

Sortby : | USBID

Name

1-3 Serial Number
Type
ECID/IMEI
Status

1 Inthe List view, the devicesget displayedn alist.

_
BitRaser
MOBILE ERASER & DIAGNOSTICS

o717

V! Selectall Total: 3, Selected: 3, Progress: 3 B=

Action Check ESN___ USB Port Name Icons = Serial No Type Size ECIDAMEL Progress Status

FFXCLAXDPLIQ iPhone SE 2nd Gen Black 64GB 1960411423802

Diagnose Check ESN 134 @ iPhone fak FAGVMOCFIC6Q iPhone 8 Geld 256GB 525da2804483a - 32% Diagnosing 32%

Diagnose ESN passed 11 [ ] iPad e F7JZN64W30 iPad mini 6th Gen Space ... 64G8 16393a21f1801e - 0% Diagnosing 20%

Erasure Method : | Zeroes (1 Pass)
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5. Clicking on any of the following devices will show device information of the corresponding device. These

details can be printed by clicking on tReint Label button.

BitRaser Mobile Eraser & Diagnostics

Device Information
iPad mini 6th Gen 64GB Space Gray

Apple Inc.
USBID: 11
Info
Device =
Type: iPad mini 6th Gen Space Gray 64GB
Model: iPad mini 6th Gen
FMIP: Unlocked
MDM: Unlocked
JailBreak: No
ESN: Passed
SIM Card: No Sim
Serial: F7)2N64W30
Model No: MK7M3 L.
ECID: 16393a21f1801e
UDID: 00008110-0016393A21F1801E
Battery
Carial: f2RA12102f2FfhA0202 .LI

Cancel Print Label

6. Fromthe dialogthat appearsclickon USB ID to changethe identifier for the USBport. ClickOK.

BitRaser Mobile Eraser & Diagnostics

Device Information

iPhone SE 2nd Gen 64GB Black
Apple Inc.

USB ID: 133

BitRaser Mobile Eraser & Diagnostics

USB Port Identifier

Enter identifier for USB port 1-3.3 :

JOOOOXKXXX
Cancel OK
Serial: FFXCLAXDPLIQ =
Model No: MX9R2
ECID: 196c411423802e
UDID: 00008030-00196C411423802E
Battery I3

Cancel Print Label
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7. Selectthe devicesto diagnoseby markingthe checkboxbeforeeverydevice.

Note: Mark SelectAll optionto selecteverylisteddevicefor diagnosing.

BitRaser
MOBILE ERASER & DIAGNOSTICS
Devices Details Report 4] 7 (7]
Select all Total: 4, Selected: 0, Progress: 0 Sort by :| Nam ~lm=
‘Diagnose 12.1 |4 Diagnose. 1-2.3 ¥ Diagnose 124 14 13 15 19
o iPhone 13 128GB8 @ iPhone SE 2nd Gen 64GB = @ iPhone 13 128GB
B B B
& a &
Connecte d Connected Connected
ECID: 221801491a01e ECID: 196c411423802¢ ECID: 6289101f0a01e
Serial: GK3D777H4N Serial: FFXCL4XDPLIQ Serial: THHPG71YF1
-1 1-2/ 21 22 23 24 11
Erasure Method : | NIST 800-88 Clear

8. Clickstart to start diagnosinghe device.

Note: If youwishto diagnosea singledevice you canstart the processby simplyclickingthe play button in the
middle.

Note: Atthisstage,BitRasemobile Eraser& Diagnosticsacquirelicenseinformationfrom BitRaserCloud,and

licensesare consumeddependinguponthe numberof devices/ouhaveselectedor diagnosticsThereforeyou

need an active internet connection to start the diagnostic process.

Tip: It is recommended to enable Bluetooth, GPS (location services), aRtddNiyour device before starting

the diagnostic process, to diagnose these services on your device.

Note: On your iOS device, make sure you have enabled the Bluetooth from the Control Centre of your devi

This is required to diagnose the Bluetooth service successfully.
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3.4. DETAILS SECTION

TheDetails sectionallowsyou tofill in the genericinformation relatedto the customer.These detailsnust be

entered by the user which can later be modified if required.

The information mentioned ithese fields will be added to thReport. TheDetails section have the following

three subsections:

1. Enter Details

FIELD NAME

DESCRIPTION

Customer Details

Thissectionallowsyouto enterthe detailsof the customer.

Customer Name
CustomerAddress

Name of thecustomer for whom the erasure or diagnosis is to be done.
Locationof the customerfor whomthe erasureor diagnosissto be done.

Device Details

Thissectionallowsyouto enterthe detailsof the device.

Device Source
DeviceDestination

You getan option to recordthe source(userwho hashandedoverthe device)
and destination (user who will be assigned the device after erasudéagnosis)
of the device.

Technician Performing
Erasure

Thissectionallowsyouto enter the details of the technicianwho is goingto
performthe process.

TechniciartName
Organization

Name of the technician processing the device.
Nameof the organizatiorprovidingthe service.

Person Validating
Erasure

Thissectionallowsyouto enterthe detailsof the personvalidatingthe process.

Validator Name
Organization

Name of the person validating the process.
Nameof the organizationvalidatingthe process.

Comment/Notes

Thissectionallowsyouto enter any other comments omotesthat youwantto
includein the report. Yowcan enter upto a maximum of 250 characters.
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BitRaser

MOBILE ERASER & DIAGNOSTICS

® Enter Details Enter Assat Details Enter Custom Fields

[ 7]?]

Customer Details

Customer Name ABCD

Customer Address. EFGH

Technician Performing Operation

Technician Name xrvz

Organization 223K

Comment/Notes (max 250 chars)
BitRaser - our cutting-edg technology

Device Details

Device Source

Device Destination

Person Validating Operation

validator Name

Organization

the wiping of sensitive data permanently from hard drives, SSDs, desktops, laptops & servers.

IKLM

NOPQ

XXy

xvzz

1517250

P

Youcanresetthesefields usinghe Reset button locatedat the bottom of the Details dialogbox.

After making the required changes Details, clickSave to continue.

ASavedSuccessfulldialogappears.ClickOK.

BitRaser Mobile Eraser & Diagnostics

®

Successfully Saved
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2. Enter Asset Details

1 Tosetaparticularassettagfor allthe devices selectthe radiobutton 'Enter all Devices Asset Tag' and
enter the asset tag in the corresponding text box.

_
BitRaser
MOBILE ERASER & DIAGNOSTICS

o117

Enter Detals @) Enter Asset Details Enter Custom Fields.

) Enter All Devices Asset Tag : samsung devices

Enter Individual Device Asset Tag

N
@ s

1 Tosetanindividualassettagfor the deviceselectthe radio button 'Enter individual Device Asset Tag'
and enter theAsset Tag for each devicethis section has théollowing fields:

FIELD NAME DESCRIPTION
Asset Tag Enterthe AssetTagassociatedvith the device.
USB Port Name TheUSBPortnameisset by default.
Type TheDeviceTypeis setby default.
Serial No/ECID TheSerialNo/ECIDassociatedvith the deviceis setby default.
BitRaser
ol 2]
[ [N

© s
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Youcanresetthe assettagsthat you enteredusingthe Reset button locatedat the bottom of the Details

dialogbox.
After makingthe requiredchangedo Details, clickSave to continue.

A Saved Successfuldialog appears. ClidBK.

BitRaser Mobile Eraser & Diagnostics
(D Successfully Saved

-

3. Enter Custom Fields:

BitRaser Mobile Eraser & Diagnostics alsoallowsyouto createcustomfieldsto enterinthe Reports.You
cancreate upto two sets ofcustom fields with eaclCustom Field Setontaining upto 10 custonfields.

The following two fields are available for each set:
1 Enter Custom Field Name: Allowsyouto enterthe nameof the customfield.

1 Enter Custom Field Value: Allowsyouto enter the valueof the customfield.

MOBILE ERASER & DIAGNOSTICS
Devices Details Report E]n
Enter Details Enter Asset Details ® Enter Custom Fields
Custom Fields Set 1 ‘Custom Fields Set 2
Enter Custom Field Name Enter Custom Field Value Enter Custom Field Name Enter Custom Field Value
1. Test1 Test 2 1. |Test21 Test 22
2. [Test3 Test4 2. |Test 23 Test 24
3. Test5 Test 6 3. |Test25 Test 26
4, [Test7 Tests 4, [Test27 Test 28
5. Test9 Test 10 5. |Test 29 Test 30
6. Test11 Test 12 6. Test 31 Test 32
7. |[Test13 Test 14 7. |Test33 Test 34
8. Test15 Test 16 8. Test35 Test 36
9. Test17 Test18 9. Test37 Test 38
10. (Test 19 Test 20 10. |Test 39 Test 40

Youcanresetthesefields usinghe Reset button locatedat the bottom of the Details dialogbox.

After making the required changes Details, clickSave to continue.
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ASavedSuccessfulldialogappears.ClickOK.

BitRaser Mobile Eraser & Diagnostics
® Successfully Saved
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3.5. WORKING ON REPORTS

TheReport tab in theBitRaser Mobile Eraser & Diagnostics application displays all of the erasure and diagnostic

processes that either have been completed or failed.

BitRaser

MOBILE ERASER & DIAGNOSTICS

o
~
=

Select all From: 05/06/2022 ~ |To: 05/06/2022 ~ || All
USB Port Serial No Type Customer Asset Tag Date Time. IMEL Status ESN Status

1-3.1 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:42:27 353023114452324 Failed Passed [0} H &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices  05/06/2022 09:27:24 356705087363531 Completed (0] H B o
131 FFXCLAXDPLQ iPhone SE 2nd Gen Black Sebastian Flick Orbit Devices  05/06/2022 09:27:22 3564901021211 Completed (0] H H o

11 F7J2N64W30  iPad mini 6th Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 09:27:20 Completed (0] H B o
134 FAGVMOCFIC6Q iPhone 8 Gold 05/06/2022 08:46:52 356705087363531 Completed (0] H H o
131 FFXCLAXDPLIQ iPhone SE 2nd Gen Black 05/06/2022 08:46:50 3564901021211 Completed (0] H B o
131 DNQPTXG7GSMC iPhone 6 Space Gray Sebastian Flick Orbit Devices  05/06/2022 11:10:07 359304060416917 Completed @ 4 B o

12 F19RXQLEH2XW iPhone SE Gold Sebastian Flick Orbit Devices  05/06/2022 11:10:05 355793077633510 Completed (o] H B o
134 DMPDK247LMT?7  iPad mini Sth Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 11:10:03 353182100345569 Completed (0] H B o
1341 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 10:43:00 353023114452324 Failed (0] B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices  05/06/2022 09:58:24 356705087363531 Completed (0] H o
131 Sebastian Flick 05/06/2022 09:58:17 Completed (o] =] o
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:53:27 353023114452324 Failed Passed @ B &

11 F7)2N64W30  iPad mini 6th Gen Space Gray 05/06/2022 08:46:48 Completed (0] H o

P—— User: newt cient@stellarmailin  Status: Connected EEe

BitRaser Mobile Eraser & Diagnostics givesan option to searchreportsfor the processeperformed.Basedon
the specification ofrecords, different filters helpn fetchingrecords morequickly.Youcansearchfor multiple
reports using certain search criteria. This makes the seapdration efficient as the user nastraight away find

the intended result.

BitRaser Mobile Eraser & Diagnostics providesyouwith erasureanddiagnosticeports asollows:
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1 Anerasurereport providesinformation suchasCustomemDetails,Devicelnformation,BatteryInformation,
Erasure Information, Erasure & Validation Details. A sample erasure report isagivelows:

BitRaser Mobile Eraser & Diagnostics

BitRaser stellar A

BitRaser Mobile Report

Erasure Status: Successtul Report ID 4699
Customer Detalls
Customer Name: Customer Address:

Device Information:

Manufacturer: Apple Inc. Device Type: Mobile Device
Model Name: iPhone 6 GSM+CDMA Space Gray Size: 16GB

Serial Number: DNQPTXG7G5MC Name: iPhone

uDID: 3df679862{3a4bf7ae5e0e95533dade2b0a26952 ECID: 12d3a2053c426
IMEI: 359304060416917 Device OS: i0S 1255
Model Number: MG4N2 FMIP: Unlocked
MDM: Unlocked JailBreak Device: No

ESN Status: Passed, Wed May 04 2022 14:53:29 Asset Tag:

Device Source: Device Destination:

Battery Information

Serial Number: F5D5185BJVCFWSREN Cycle: 187

Health: Excellent |, 1654/1751 mAh (5 %) Temperature: 826 °F

Erasure Information

Digital Identifier b643217de24071a13645b0dcfbf03a14 Tool Used: BitRaser Mobile Eraser and Diagnostics 3.0.0.3
Method 1: Native OS Erasure Write Passes: 1

Start Time: Wed May 04 2022 14:59:40 End Time: Wed May 04 2022 15:08:30

Duration: 08m:50s Status: Completed

Method 2: Zeroes Write Passes: 1

Start Time: Wed May 04 2022 15:08:30 End Time: Wed May 04 2022 15:17:51

Duration: 09m:21s Status: Completed

Back |

A diagnostic report providemformation such asCustomer Details, Device Information, Batténjormation,
Diagnostic InformationDiagnostic & Validation Detail8.sample diagnostic repois givenas follows:

BitRaser Mobile Eraser & Diagnostics

BitRaser stellar A

BitRaser Mobile Report

Diagnostics Status: ~ Completed Diagnostics Date:  Fri May 06 2022 11:10:07
Customer Detalls
Customer Name: Sebastian Flick Customer Address: 63 Rimbanda Road Shannon vale

Device Information:

Manufacturer: Apple Inc. Device Type: Mobile Device
Model Name: iPhone 6 GSM+CDMA Space Gray Size: 16GB

Serial Number: DNQPTXG7G5MC Name: iPhone

UDID: 3df679862f3a4bf7ae5e0e95533dade2b0a26952 ECID: 12d3a2053c426
IMEIL: 359304060416917 Device OS: i0S 125.5
Model Number: MG4N2 FMIP: Unlocked
MDM: Unlocked JailBreak Device: No

ESN Status: N/A Asset Tag: Orbit Devices
Device Source: Orbit Travel Corp. Device Destination: Gart Sports

Battery Information

Serial Number: F5D5185BJVCFWSREN Cycle: 187

Health: Good , 1565/1751 mAh (10 %) Temperature: 90.7 °F

Report Information

Report ID:2210 Digital Identifier: dd46d30ef9e535¢84da801bb460a9573 Tool Used: BitRaser Mobile Eraser & Diagnostics 3.0.0.3
Custom Flelds

Company: Orbit Travel Co Address: 63 Rimbanda Road Shabbon vale NSW 2370
State: Jaxon Country: Austrailia

Mobile 1: 43XXXXXX23 Mobile 2: T410XXXX63

Email: deniesricheyXXX @ amityspy.com Fax No.: CD898XXX

Customer Name: Orbit Travel SSN: B4770XXXXX =
Boimisaiian oot Comrin Addrann: £ Dimhanda Dand Chahhan nis AMCIALAS7A
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To search BitRaser Mobile Eraser & Diagnostics reports:
1. RunBitRaser Mobile Eraser & Diagnostics. Selectthe Report tab.

2. The upper right pane of thecreen, shows the criteri@ be entered. This can be set up depending on

what the user wants.

7?7
From: 05/06/2022 ~ |To:|05/06/2022 « | All A
e Time IMEIL Status ESN Status
2022 09:42:27 353023114452324 Failed Passed ® = H [
2022 09:27:24 356705087363531 Completed ® E=l =] [+3
2022 09:27:22 356490102121111 Completed ® = H [+

Specify the date range in tiirom and To fields, ifyou wantto search reportgor processes performed

from a specific period i.e., between two dates.

The'All' drop-down button displays:

All
Action
Customer Name
Device Type
IMEI

OS Type

Serial Number
Status

1 Action: Thisoption enablesyouto filter databasedon the type of procesgDiagnoser Erase).
 Asset Tag: Selectthis option if youknowthe assetagassignedo adevice.

f Customer Name: Selecthis option if youknowthe personwho performedthe erasureprocess.

1 Device Type: Thisoption enablesyouto filter databasedon the type of deviceand/orits model.

1 IMEI: Selectthis option if you know the IMEInumberof adevice.

1 OS Type: Thisoption enablesyouto filter databasedon the type of operatingsystemon your device.
1 Serial Number: Selectthis option if youknowthe serialnumberof adevice.

f Status: Selectthisoptionif youknowthe processstatusi.e., CompletedFailed,or Running.
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3. The application will show all the reports fulfilling the search criteria. A list of all the reports generated
on the specific time period mentioned, along with the information like USB Port, Serial No, Type,

Customer Name, Asset Tag, Date, Time, IMEIuStaind Actiorare displayed.

BitRaser

MOBILE ERASER & DIAGNOSTICS

Devices | Details E]ﬂ

Select all From:|05/06/2022| ~  To:|05/06/2022 = || Al
USB Port Serial No Type Customer Asset Tag Date Time IMEL Status ESN Status

131 CEKDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:42:27 353023114452324 Failed Passed e @ B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices ~ 05/06/2022 09:27:24 356705087363531 Completed @ @ H o
134 FFXCLAXDPLIQ iPhone SE 2nd Gen Black Sebastian Flick Orbit Devices  05/06/2022 09:27:22 3564901021211 Completed e @ B o
11 F7)2N64W30  iPad mini 6th Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 09:27:20 Completed e @ 8 o
134 FAGVMOCFIC6Q iPhone 8 Gold 05/06/2022 08:46:52 356705087363531 Completed @ 3 B o
131 FEXCLAXDPLQ iPhone SE 2nd Gen Black 05/06/2022 08:46:50 3564901021211 Completed [0} 8 =] o
131 DNQPTXG7GSMC iPhone 6 Space Gray Sebastian Flick Orbit Devices  05/06/2022 11:10:07 359304060416917 Completed [c] a8 =] o
12 FI9RXQLBH2XW iPhone SE Gold Sebastian Flick Orbit Devices  05/06/2022 11:10:05 355793077633510 Completed e @ B o
134 DMPDK247LMT7  iPad mini Sth Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 11:10:03 353182100345569 Completed @ @ B o
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 10:43:00 353023114452324 Failed @ d4 H &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices  05/06/2022 09:58:24 356705087363531 Completed @ @ B o
131 Sebastian Flick 05/06/2022 09:58:17 Ccompleted Passed @ =) H o
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:53:27 353023114452324 Failed @ d B &
11 F7)2N64W30 iPad mini 6th Gen Space Gray 05/06/2022 08:46:48 Completed (o] < 5] o

(i

4. TheActiontab providesthe shortcutsto performthe followingfunctions:
1 Process icon @or @: Thisshowsaniconindicatingthe Erasureor Diagnostigrocess.
1 Preview @: Thisfunction enablesyouto seehowthe Reportlookslike beforeyousaveor print it.

 Save = Thisoption allowsyouto savethe Report in PDFXML,and CSMormats.Thereportscanbe
savedto an externalstoragedevice, notto the devicewhere BitRaser Mobile Eraser & Diagnostics

application is launched.

1 Send to Cloud &: Thisoption allowsyouto sendthe reports overthe BitRaser Cloud.

| |
5. In case you want toustomize the reportselect theReport Settings button ==S====EE |gcatedat

the bottom left of thescreen.
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3.5.1. PREVIEW REPORT

BitRaser Mobile Eraser & Diagnostics allowsyouto previewareport after it hasbeengenerated.Thisfunction
enablesyouto see how theeport lookslike beforeyousave/printit. Youcannotmakeanychangesn preview
mode. The report contains information like Customer Details, Device Information, Erasure or Diagnosti

Information, Technician performing the process, and Person validating the process.

To preview a report:

1. Selectthe Reporttab.

2. ClickPreview = button from the Action tab of the report that youwantto preview.

BitRaser

MOBILE ERASER & DIAGNOSTICS

Devices | Details E]ﬂ

Select all From : [05/06/2022| ~  To: 05/06/2022, ~ | | All
USB Port Serial No Type Customer Asset Tag Date  Time IMEI Status ESN Status

131 CEKDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:42:27 353023114452324 Failed Passed ] B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices  05/06/2022 09:27:24 356705087363531 Completed [°] 6 o
134 FFXCLAXDPLIQ iPhone SE 2nd Gen Black Sebastian Flick Orbit Devices  05/06/2022 09:27:22 3564901021211 Completed [°] 5 o
11 F7j2N64W30  iPad mini 6th Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 09:27:20 Completed [°] B o
134 FAGVMOCFIC6Q iPhone 8 Gold 05/06/2022 08:46:52 356705087363531 Completed (0] =} o
131 FFXCLAXDPUQ iPhone SE 2nd Gen Black 05/06/2022 08:46:50 3564901021211 Completed (0] = o
133 DNQPTXG7G5MC iPhone 6 Space Gray Sebastian Flick Orbit Devices 05/06/2022 11:10:07 359304060416917 Completed (0] =] o
12 FI9RXQLBH2XW iPhone SE Gold Sebastian Flick Orbit Devices ~ 05/06/2022 11:10:05 355793077633510 Completed [c] o o
134 DMPDK247LMT7  iPad mini Sth Gen Space Gray Sebastian Flick Orbit Devices ~ 05/06/2022 11:10:03 353182100345569 Completed [c] =] o
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 10:43:00 353023114452324 Failed (o] B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices 05/06/2022 09:58:24 356705087363531 Completed (o] H o
13 sebastian Flick 05/06/2022 09:58:17 Completed assed ) H o
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:53:27 353023114452324 Failed Passed ] H &
11 F7)2N64W30 iPad mini 6th Gen Space Gray 05/06/2022 08:46:48 Completed (o] 5] o

(i
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3. Thereportwill be displayedn a newwindow asshownbelow.

BitRaser Mobile Eraser & Diagnostics

BitRaser

stellar

Customer Detalls
Customer Name:

Manufacturer:
Model Name:
Serial Number:
UDID:

IMEIL:

Model Number:
MDM:

ESN Status:
Device Source:

Battery Information

Serial Number:
Health:

Report Information
Report ID:2210

Custom Flelds

Company:
State:

Diagnostics Status:

Device Information:

BitRaser Mobile Report

Diagnostics Date:

Completed

Fri May 06 2022 11:10:07

Sebastian Flick Customer Address: 63 Rimbanda Road Shannon vale

Apple Inc. Device Type: Mobile Device

iPhone 6 GSM+CDMA Space Gray Size: 16GB

DNQPTXG7G5MC Name: iPhone
3df679862f3a4bf7ae5e0e95533dade2b0a26952 ECID: 12d3a2053c426

359304060416917 Device OS: i0S 125.5

MG4N2 FMIP: Unlocked

Unlocked JailBreak Device: No

N/A Asset Tag: Orbit Devices

Orbit Travel Corp. Device Destination: Gart Sports

F5D5185BJVCFWSREN Cycle: 187

Good , 1565/1751 mAh (10 %) Temperature: 90.7 °F

Digital dd46d3( 3 Tool Used: BitRaser Mobile Eraser & Diagnostics 3.0.0.3
Orbit Travel Co Address: 63 Rimbanda Road Shabbon vale NSW 2370
Jaxon Country: Austrailia

43XXXXXX23 Mobile 2: 7410XXXX63

deniesricheyXXX @ amityspy.com Fax No.: CD898XXX

Orbit Travel SSN: B4770XXXXX

Lot Condn Addrana: £ Nimbhnnda Dand Chakhan unis MCIALA270

Note: Youcannotpreviewmorethan onereportat atime.
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3.5.2. SAVE REPORT

You can savareport for future use onceét has been generated. The reparan besaved in PDF, XML, or CSV
format.

To Save an erasure Report:

1. Selectthe Reporttab.

2. Selectthe desiredreportswhichyouwantto saveby checking orthe checkboxes.YoucanclickSelect
All to select all the files.

BitRaser

MOBILE ERASER & DIAGNOSTICS

Devices | Details Eﬂ

Select all From : |05/06/2022| ~  To: 05/06/2022 ~ || All
USB Port Serial No Type Customer Asset Tag Date Time IMEL Status ESN Status
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:42:27 353023114452324 Failed Passed @ @ B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices  05/06/2022 09:27:24 356705087363531 Completed e @ B o
131 FEXCLAXDPLIQ iPhone SE 2nd Gen Black Sebastian Flick Orbit Devices  05/06/2022 09:27:22 3564901021211 Completed @ @ B o
11 F7J2N64W30  iPad mini 6th Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 09:27:20 Completed e @4 B o
134 FAGVMOCFIC6Q iPhone 8 Gold 05/06/2022 08:46:52 356705087363531 Completed (0] 8 =] o
131 FEXCLAXDPLQ iPhone SE 2nd Gen Black 05/06/2022 08:46:50 3564901021211 Completed (0] a =] o
131 DNQPTXG7GSMC iPhone 6 Space Gray Sebastian Flick Orbit Devices ~ 05/06/2022 11:10:07 350304060416917 Completed [c] 8 =] o
12 FIORXQLBH2XW iPhone SE Gold Sebastian Flick Orbit Devices ~ 05/06/2022 11:10:05 355793077633510 Completed (c] 8 =] o
134 DMPDK247LMT7  iPad mini Sth Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 11:10:03 353182100345569 Completed @ @ H o
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 10:43:00 353023114452324 Failed e @ B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices 05/06/2022 09:58:24 356705087363531 Completed [} é_\ 5] o
131 Sebastian Flick 05/06/2022 09:58:17 Completed e d4 B o
134 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:53:27 353023114452324 Failed e d4 B &
11 F7)2N64W30 iPad mini 6th Gen Space Gray 05/06/2022 08:46:48 Completed (o] & 5] o

3. Clickonthe Save button at the lower pane ofyour screerto saveallthe selectedreports. Alternatively,
you can clicksave EH button from the Action tab to save one report at a time. A dialog prompts as
illustrated below:

BitRaser Mobile Eraser & Diagnostics

Soloct destination path :
|BITMVOR 123 | Browse

Repart Format

o) pdi ximl (=21

Cancel OK

4. ClickBrowse to selecta destinationto savethe report file in externalmedia.

5. Selectthe desiredformat as PDF, XML, or CSV. ClickOK to proceed.

Note: Thereportcannotbesavedto the harddrivewhereBitRaserMobile Eraser& Diagnosticsislaunched.
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3.5.3. SEND REPORT TO BITRASER CLOUD

BitRaser Mobile Eraser & Diagnostics providesyou with anoptionto sendthe selectedreportsto the BitRaser
Cloud. Thisrequiresthat the connectionto the CloudConsolds workingi.e.,the usermustbe connectedto the

Cloud.

Note: Checkinghe 'Auto sendcompletedreport to cloud optionin the GeneralSettingssectionof the Settings

windowautomaticallysendshe reportto the BitRaseCloudConsole.

To send reports to the cloud:

1. Selectthe Reporttab.

2. Selectthe desiredreportswhichyouwantto send.

BitRaser

MOBILE ERASER & DIAGNOSTICS

Devices | Details E]

Select all From : |05/06/2022| ~  To: 05/06/2022 ~ || All
USB Port Serial No Type Customer Asset Tag Date Time IMEL Status ESN Status
131 C6KDNDBAOGPP iPhone 12 mini Black Sebastian Flick 05/06/2022 09:42:27 353023114452324 Failed Passed @ @ B &
134 FAGVMOCFIC6Q iPhone 8 Gold Sebastian Flick Orbit Devices  05/06/2022 09:27:24 356705087363531 Completed @ @ B o
131 FEXCLAXDPLIQ iPhone SE 2nd Gen Black Sebastian Flick Orbit Devices ~ 05/06/2022 09:27:22 3564901021211 Completed @ @ H o
11 F7j2N64W30  iPad mini 6th Gen Space Gray Sebastian Flick Orbit Devices  05/06/2022 09:27:20 Completed e @4 B o
134 FAGVMOCFIC6Q iPhone 8 Gold 05/06/2022 08:46:52 356705087363531 Completed (0] i< =] o
131 FFXCLAXDPUQ iPhone SE 2nd Gen Black 05/06/2022 08:46:50 3564901021211 Completed (0] a8 =] o
134 DNQPTXG7GSMC iPhone 6 Space Gray Sebastian Flick Orbit Devices  05/06/2022 11:10:07 359304060416917 Completed @ @8 H o
12 FI9RXQLBH2XW iPhone SE Gold Sebastian Flick Orbit Devices  05/06/2022 11:10:05 355793077633510 Completed (0] & =] o
134 DMPDK247LMT7  iPad mini 5th Gen Space Gray Orbit Devices  05/06/2022 11:10:03 353182100345569 Completed @ @ H o
131 C6KDNDBAOGPP iPhone 12 mini Black 05/06/2022 10:43:00 353023114452324 Failed @ @ B &
134 FAGVMOCFIC6Q iPhone 8 Gold Orbit Devices  05/06/2022 09:58:24 356705087363531 completed e d4 B o
131 05/06/2022 09:58:17 completed @ d H o
131 C6KDNDBAOGPP iPhone 12 mini Black 05/06/2022 09:53:27 353023114452324 Failed (o] [} B &
11 F7J2N64W30  iPad mini 6th Gen Space Gray 05/06/2022 08:46:48 Completed e d4 B &

© PY=

3. Click orsend button located at the lowepane of your screen to send the selected reports cBi¢Raser

Cloud. Alternatively,click &= button from the Action tab of the reportthat youwish to send.

Note: #* iconshowsthat the report hasbeensentto BitRase/Cloudsuccessfulland &4* showsthat the

report has not been sent to BitRaser Cloud.

4. Thedesiredreportswill besentto the BitRaser Cloud Console.
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3.5.4. CHANGE REPORT SETTINGS

Tocustomizehereport, selectthe Report Settings button locatedat the bottom left of the screen.

BitRaser Mobile Eraser & Diagnostics

Report Settings

Signature Settings

Select technician signature image (170 x 48 PNG)

Select validator signature image (170 x 48 PNG)

Header Settings

Enter header text (max 30 chars)
BitRaser Mobile Report

Image Settings

V| Select top right logo {170 x 48 PNG)

Stellarpng Browse...
V| Select watermark({225 x 300 PNG)
BitRaser_Watermark.png Browse...

Changes made here would not be displayed on cloud report

| Cancel | Reset Save

1 Inthe Report Settings dialogbox,youcanedit the followingfields:

Field Name Description

Thissectionallowsyouto customizeReportslike signaturesettings,
Report Settings

header settings, togight logo, and watermark.

Thissectionallowsyouto add asignatureimageof the technician
Signature Settings

and validator.

Select technician signature image | Youcanchangethe technician'ssignatureimagehere.
(170 x 48 PNG)

Selectvalidatorsignature image Youcanchangethev a | i dsgghatureimagehere.
(170x48 PNG)
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You can eitheenter Header information like header text or header
Header Settings

image here.
Enterheadertext (max30 Enterthe headertext.
characters)
Image Settings Thissectionallowsyou to add the top-right logo andwatermarkimage.

Selecttop rightlogo (170x48 PNG) | Youcanchangethe top-rightlogoimageof the report here.

Selectwatermark(225x 300PNG) | Youcanchangethe watermarkimageof the report here.

Note: YoucanresetReportSettingsfieldsusingthe Resetbutton locatedat the bottom right of the Report

Settings dialog box.

Note: Signatureamages,Logo,and Watermarkimagesizeneedsto bethe sameas specifiedn ReportSettings.
BitRaser MobileEraser & Diagnosticwill acceptimages with aspecifiedsizeonly. In thecase of asize

mismatch,BitRaser Mobile Eraser & Diagnostiesll continue to use the previously seleciethges.

1 After makingthe requiredchangegdo Report Settings, clickSave to update settings.

Note: Changesnade toreports settings inBitRaser Mobile Erase& Diagnosticsapplication will not be updated

on theBitRaser Cloudeport.
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3.6. FORGOT LOGIN PASSWORD

BitRaser Mobile Eraser & Diagnostics providesanoptionto resetyourloginpasswordf youforgetit. The
softwarealso has an option teetand view aPassword Hint to helpyou remember your old password.

If youhavesetaPassword Hint at the time of CreatingNew UserProfile, youcanview the hint by hovering

yourmousecursorover Password Hint Icon e onthe User Login screen:

BitRaser

MOBILE ERASER & DIAGNOSTICS

ABC

ool L]

Forgot password?

© o

If youdon't rememberyour password usethe followingstepsto resetit:

1. Onthe User Login screenclickon Forgot password?. TheEnter Master Password screenappearsas
shown below:

BitRaser Mobile Eraser & Diagnostics

Enter Master Password :
(Please contact software manufacturer to obtain Master Password)

Cancel 0K

2. Enterthe MasterPasswordhat youreceivedalongwith BitRaser Mobile Eraser & Diagnostics
softwarefrom Stellarandclick OK.
Note: Themasterpasswords a uniquepasswordsentto youby Stellaralongwith the BitRasemobile
Eraser & Diagnosticsoftware.
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3. TheResetpasswordscreenappearsf the masterpasswordhat youhaveenterediscorrect.The
screen has the following fields:
A NewPassword
A ConfirmNewPassword

A PasswordHint (Optional)

BitRaser

MOBILE ERASER & DIAGNOSTICS

G

@

4. Fillinthe abovefieldsandclick OK to resetthe password.
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3.7. ENABLE USB DEBUGGING IN AN ANDROID DEVICE

Inorderto initiate the erasureprocesson anandroiddevicethe USB Debugging mustbein ENABLE modefor
the device you areonnecting.

Follow the steps below to enable USB Debugging:

1. Goto settingsinyourandroiddeviceandclick“About phone” option.

1550 ¢ BV E o Al 92%0
Settings Q
Advanced features
Labs « Side key

Digital Wellbeing and parental
controls

@ Battery and device care
Apps
Default apps * App setting
a General management
aNgu: and keyboard + Date and {|

a Accessibility

)
| & ]

&

Software update
Tips and user manual
o About phone
Status + Legal information « Phane nam

11 @) <

2. Select“Software information” from the aboutdevicepage.
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1548 A& » Al 92% W
< About phone Q
%?

Bitraser's Z Flip3

Edit
Phone number Unknown
Product name Galaxy Z Flip3 56
Model name SM-F711B
Serial number R3CRCOSHRTN
IMEI 352334255446970
IMEI (eSIM) 352399935446971

Status information
Legal information
Regulatory information

Software information

Battery information

Tapthe Build number eighttimesto makeSettings >Developer Options available.

15148 ¢ P& « ol 92% W

< Software information

?ne Ul version

{\ndroid version

Google Play system update
bria202

Baseband version

F711BXXU4EWCC

Kernel version

Build number
F1A.220624.014.F711B.

SE for Android status

Knox version

ice provider software version
C_Sh 1B_OXM_INU_13_001

4. Anotificationsaying"Developer mode has been enabled" appears.
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1548 ¢ ¢ B » Al 92% W

< Software information

One Ul version
Android version
Google Play system update

Baseband version
F711BXXU4EWCC

Kernel version

Build number

TP1A.220624.014.F711BXXS

SE for Android status

Developer mode has been enabled.

Service provider software version
SA OXM_INU_13_0011
NU/I

Gobackto the settingpageandscrolldown until yousee“Developer options” SelectDeveloper

options.
1548 Y@ § - Al 92% @
Settings Q

Digital Wellbeing and parental
controls

Screen time - App timers

@ Battery and device care

Storage + Memory + Device protection

Apps

Default apps * App setting;

e General management

Language and keyboard - Date and time

6 Accessibility

TalkBack

audio + Assist

e

and

Tips and user manual
Useful tips + New features

o About phone

Status + Legal information = Phone name

Developer options

Developer options

Onthe DeveloperOptionspagescrolldown andenableUSB debugging.
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1543 ¢+ 1 @ « all 92% W

< Developer options Q
on «©
RS G U SOy

OEM unlocking I

he bootloader to be unlocked

Running services
View and contr

ol currently running services

Picture colour mode

WebView implementation

Android System

Auto update system 0 )

Apply upda the phone restart:

Demo mode

Quick settings developer tiles

Debugging

USB debugging

ebug mode when USB is connected

Revoke USB debugging authorisations
11 @) <

7. OnceyouenableUSB debugging, A dialogboxasking"Allow USB debugging?" appears ClickOK to

confirm.

el

< Developer options
on «©

Running services
View and control currently running services

Picture colour mode 7

Use sRGB K)
WebView implementation

Android System WebView

Auto update system {j

Apply updates when the phone restarts

Demo mode

Quick settings developer tiles

Allow USB debugging?

USB debugging is intended for development
purposes only. Use it to copy data between
your computer and your device, install apps on
your device without notification and read log
data,

Cancel OK

Wireless debugging I

8. Forfinal confirmation,the dialogboxasking"Allow USB debugging?" with yourcomputer's
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Allow USB debugging?

The computer's RSA key fingerprint is:
02:E7:69:65:6B:DA:8B:47:FC:B3:DC:A9:64:D2:4
C:52

° Always allow from this computer

Cancel Allow

Note: select'Alwaysallow from this computer" checkboxo avoidrepeatingthe processagain.
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4. FREQUENTLY ASKED QUESTIONS (FAQ)

1. | want to erase or diagnose multiple iOS devices at a time, is it possible to do so using BitRaser Mobile

Eraser & Diagnostics?

YesBitRaser Mobile Eraser & Diagnostics allowsyouto eraseor diagnosemultiple iOSdevicesatthe same

time.
2. Does BitRaser Mobile Eraser & Diagnostics support other languages?

BitRaser Mobile Eraser & Diagnostics iscurrentlyavailablein the English languageonly.
3. Isit possible to edit the existing fields of the report?

Yes,you can edit existingfields from the report of BitRaser Mobile Eraser & Diagnostics as per your

requirement.
4. Isit possible to edit the USB Identifier for the USB Port of a particular device?

YesBitRaser Mobile Eraser & Diagnostics allowsyouto changethe identifier for the USBport.
5. Why do iOS devices need a firmware update and Android devices do not?

iOS uses Cryptographic Erasure. In this process, the firmware is downloaded and restored on the device
Encryptiorkeysare changedandthe dataonthe deviceisrenderedinaccessibleAfter this, other overwrite
methodsmaybe applied.In thecase ofAndroid devicesatraditional overwriteof all storageandafactory

reset is done, thus a nefirmware is not needed.

6. When | erase an android device, the erasure process comes to a standstill at 8 percent. Why does this

happen?

When youinstall BitRaser Mobile Eraser & Diagnostics on adevicerunningAndroidOS, yowontrol which
capabilitiesor information BitRaser Mobile Eraser & Diagnostics canaccess—knownasPermissions. Thus,

the user needs tgrant all therequired permissions for the erasure process to proceed.
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7. Whenltry to erase or diagnose a device, | get a failed status. What could be the problem?
Failureof the processmostlyoccursdueto the followingreasons:

1 There mightbe some issues with internet connectivity. Make sure that your internet connection is

active.

1 YourUSBcablehasprobablydisconnectedor is not supported.Makesureyou areusingagenuineUSB
cableprovidedby yourdevicemanufacturer.Reconnecyour deviceand thentry to eraseor diagnose

it again.
1 TheUSBport on your computeris looseor not functioning properly. Changethe USBport and try again.

8. Igot failed status while performing erasure or diagnostic process but the license was consumed. Will

another license be consumed if | start another process?

No, you can perform the erasure or diagnostic process again within 24hrs without consuming another license

for the same device.
9. Whichalgorithm should | choose for the best erasure?

It dependsuponhow manytimes an algorithm overwritesghe data preciselyor the numberof passeaused
to erasethe data. More the passeaisedby the algorithm,the more effectiveit is. Eachalgorithmperforms

a different set offeatures fromwhere you can choose thauitable algorithmas per the requirement.

10. | want to perform a diagnostics process on my Redmi phone. After connecting my phone, the software is

asking me to install an app on my device. How to install the app?

BitRaser Mobile Eraser & Diagnostics needaBitraserMobileDiagnostics.apk (application)to beinstalled

manually onRedmi phones, to perform the diagnostic process. $&ecedureto install

BitraserMobileDiagnostics.apk on Redmi Phoneto know the required steps.

11. The application is taking too long to erase the data. Why does this happen?

It depends on thesize of the data you are erasing, thenfiguration of thesystem, and the algorithm you
are using to eras¢he data. Alargeamount of dataesser configuration, and more number of passes may

consume more time for erasure.
12. Can | erase data from MDM (Mobile device management) from my mobile device?

Yes BitRaser Mobile Eraser & Diagnostics can erase data from MDM (MobiReviceManagement) Apple

Inc. mobile (iPhones, iPads and iPod Touch) devices only.
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13. Can |l erase data from Jailbreak mobile devices?

Yes BitRaser Mobile Eraser & Diagnostics canerasedata fromJailbreak Applénc. mobile(iPhones, iPads

and iPod Touch) devices only.
14. Why do | need to check the ESN status of the mobile device before Erasure/Diagnostics process?

ESN check gives you a precise information if the device is reported, blacklisted or a genuine product. Tt

way, you can rest assured that you can perform data Diagnostics/Erasure on a genuine product. Refer
ESN Chedior more details.
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5. LEGAL NOTICES

PLEASE READ THIS EULA CAREFULLY.

ThiseEndUserLicenseéAgreement(hereinaftercalled® E U lorA "A G R E E Mdatdiis important terms
and conditions relating to the use and license of the software.

BYDOWNLOADING, INSTALLING, COPYING, ACCESSING OR USING THIS SOFTWARE, ALL OR ANY PORT
SOFTWARE “YOU”™ OR “CUSTOMER” OR “LI CENSEE" ACCEPT
CONDITIONS OF THIS EULA; INCLUDING IN PARTICULAR THE LIMITBILIODNERAUSE.

IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE, WE WILL NOT LICENSENBIE SOFTWARE
DOCUMENTATION YOUAND YOWUSTDISCONTINUEBENSTALLATION PROES® AND PROMPTLY
RETURN THE SOFTWARE AND PROOF OF ENTITLEMENT TO THE PABWYEROMYHIRED THE
SOFTWARE.

This EULA is a legal and binding agreement between you, being either an individual or a single entity (Herein afte
referred to as “you” or “your” or TechooogWvihtel rhavngits “ |
registeredaddressat 205, SkipperCorner,88,Nehru PlacelNewDelhi,Indial10019& its subsidiariegHereinafter
referredtoas “ Sdr'eWdotd rL”i censor ") .

1. DEFINITIONS

11.“ Computer” means a vi rtual infommatiorp in yigital col $imiladoerv and e |
manipulatesit for a specificresult basedon a sequenceof instructions, including without limitation desktop
computers, laptops, tablets, mobile devicetglecommunication devices, Internebnnected devices, and
hardware products capable dadperating a wide variety of productivity, entertainment, or other software

applications.

12.“ Compati bl e Computer?” means a computer haidware t h.
configurationasstatedin the Documentatiorcontainedin the Software.

13.“ Cust omer ” , “You"” , or “Licensee’” alergitgwhe haa Ioegn giamed i v

rights to use the Software for their own internal purposes in accordance with the terms and conditions
contained in this EULA.

14.* Li c measshéelimitedright givenby Stellarto usethe Softwarefor specificpurpose inaccordance with this
EULA.

15.“ Per miNu mkeaeanhsone (1) in numberunlessotherwiseindicatedunder a valid license (e.g., volume
license) granted by Stellar.

16.“ Soft ware” means (a) al/l of the i nf or muatnadtlonitedtw:i t h
() all software files and other computer information; (ii) any proprietary scripting logic embedded within
exported file formatg(iil)imagessounds clip art, videoand other works bundledwith Stellarsoftware or made
availableby Stellaron
St e |welsiteforasewith the Stellarsoftwareandnot obtainedfrom Stellarthrough a separate service
(unl ess otherwise noted within that service) or
explanatorywr i t t en materi al s, hel p mand(uanymsodifedvdrsions | e s
andcopiesof, andupgradesupdates, and additiont, such informationprovided to you byStellarat any
time, to the extent not provided under separatee r ms (col | ecti vel vy, “Updat
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2. LICENSE GRANT

Right to use the Software: Subject to the terms and conditions of this Agreement, Stellar grants you a non
exclusive, nofiransferable, nomerpetual,revocable and limited right taise the Softwareon a single
computer or workstationfor your internal purposesin accordance with the license type.

3. LICENSE TYPES

3.1. Pay Per Use License: Thislicenserequiresyouto payfor everylicenseconsumedLicense will be consumed on
every use of the software tperform a task such as drive erasure, mobkilasureor devicediagnosticandone
licenseisdeductedfrom your total pool of purchased licenses.

3.2. Subscription License: ThisLicensallowsyouunlimited useof the softwarefor adefined period of timgannually
or monthly basis) on Permitted Number of computers. Upon expiration, the subscription must be renewed to
continue using the software. Subscriptiongy be set to renew automaticallyunlessyou opt out. Ongoing
accesdo a Subscription License neiges an uninterrupted Internet connection to activate, renew, aatidate
the license. If Stellar does not receive the recurring subscriptionpayment or cannot validate the license
periodically then the Softwaremaybecomeinactivewithout additional notice until Stellar receives the payment
or validates the license. You agree that Stellar may change the type of Software (such as specific componer
versions, platformslanguagesetc.) includedin the SubscriptiorLicenseat anytime and shall not be liable to
you whatsoever for such change.

4. SOFTWARE SUPPORT

Supportwill be providedto youfor a periodof 1 Yearfrom the date of purchaseFreeTechnicaBupportis providedfor 1
Yearfrom the date of purchase,if your licenseterm isgreaterthan 1 year then you may avail Technical Support by
paying an additional fee applicable at that time. Stellar moll assist you for any technical support request after 3
years from the date of purchase of the software.

5. INTELLECTUAL PROPERTY OWNERSHIP
Stellar has proprietary rights in the Software, its source code and Documentation which are prdtgcted
copyrightandother intellectualproperty lawsof India,United Statesandother countriesandbyinternational
treaty provisions Stellarshallat alltimesretainallrights,title, interest, including intellectual property rights, in
the Software or Documentation. Customer acknowledges that, all intellectual property rights in the Software
belong to and/or are Licensed Stellar.Therightsgrantedto Customeiin the Softwareare only licensedandnot
sold), and Customer have no rights in, or to, the Software or the Documentation other than the right to use them
in accordance with the terms of this EULALrights not expressly granted are reserved by Stellar.

6. LICENSEE RESTRICTIONS & REQUIREMENTS

6.1. Proprietary Notices. Anypermitted copy of the Software(includingwithout limitation Documentation) that
Customer makes must contain the same copyright and ofiteprietary notices that appear on or in the
Software.

6.2. Use Obligations. You agree that you will not usbe Softwareother than as permitted byhis agreementand
that youwill not usethe Softwarein amannerinconsistentwith its design oDocumentation.

6.3. No Modifications. Youshall not modify, adapt, tamper with, translate or create derivative works in any form
whatsoeverof the Softwareor the Documentationcontainedtherein; combine or merge any part of the

stellar
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Software or Documentation with or into any othsoftware or documentation;or refer to or otherwiseusethe
Softwareas part of any effort to develop software (including any routine, script, code, or program)nigasiny
functional attributes, visualexpressionor other features similarto those of the Software to compete with
Stell ar; except with Stellar’s prior written per
relating to the Software.

6.4. No Reverse Engineering. Youshallnot reverseengineer,decompile,disassemblepr otherwise attempt to
discover the source code of the Software.

6.5. No Unbundling. The Software may include various applications and components, may allow accésrémt
Stellar Online Channels, may support multiple platforms and languages, and may be provided to you o
multiple media or in multiple copies. Nonethelesise Softwareis designedand providedto you asa single
productto be used asa singleprodud on Computersas permitted herein. Unlessotherwise permitted in the
Documentationyou are not requiredto install all componentparts of the Software,but you shall not unbundle
the component parts of the Software for use on differ&damputers.

6.6. You will not remove, erase, obscure or tamper with any copyright or any other product identification
proprietaryrightsnotices,sealor instructionallabelprinted or stamped

on, affixedto, or encodedor recordedin or on any Softwareor Documentationpr fail to preserve all
copyright and otheproprietary notices in all copies Compamgpkes of the Software and Documentation.
6.7. Youwill not run or operatethe Softwarein a cloud, Internet-basedcomputingor similar ordemandcomputing
environmentunlessthe softwarespecificationgpermit suchuse.
6.8. No Transfer. You will notrent, lease, sell, sulicense, assign, dransfer itsrights in the software (including
without limitation, software obtained through a web download), or authorize any portion of the software to be
copied onto another individual or | egal entity’s

7. WARRANTIES

The licensed software (excluding the media on which it is distributed) and all Stellar related websites and
services are provided to |licensee 'AS | S’ and “A
make NO WARRANTY as to their use or perémrce. Stellar and its suppliers and licensors make NO
WARRANTIES REPRESENTATIONS (exmressplied, whether bystatute,commonlaw, custom, usage,

or otherwise) as to any matter including without limitation to quality, availabilitgtformance or

functionality of the licensed software or any related Stellar websites or services; quality or accuracy of any
information obtained from or available through use of the licensed software or related Stellar websites or
services; any represeation or warrantythat the useof the licensedsoftwareor anyrelated Stellar

websitesor services wilbe uninterruptedor alwaysavailable(whetherdueto internet failure or

otherwise), erroffree, free of viruses or other harmful componentsaperate on or with any particular
hardware, platform or software; merchantability, integration, satisfactory quality, or fitness for any
particular purpose, except for, and only to the extent, that a warranty may not be excluded or limited by
applicablelaZ. i n | icensee’s jurisdiction.

8. INDEMNIFICATION

Subject to the Customer using the Software in the manner prescribed, Stellar warrants gaftwaredoes

not infringethe intellectualproperty rights of the third parties.Stellarmay atits option will defendor indemnify
andholdyou harmlessagainstanyclaimsarisingputo f and resul ting frompagy el | :
intellectual property rights. You will give Stellar notice of any claims within 3 business days of the receipt of the
same, provided thaanyfailureto notify within the time stated,shallrelieveStellar tothe extentprejudiced.
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Youmaypatrticipatein the defenseof anyclaimwith counselof its own choosingat yourown expense. You will
not settle any clainwi t hout Stellar’s written consent, which
make any statement contradictory to the interests of Stellar in connection with such claim.

9. LIMITATIONS & LIABILITY

In no event shall Stellar or its suppliers kable for any special, incidental, indirect, or consequential
damages whatsoever (including, without limitation, damages for loss of business profits, business
interruption, loss of business information, or any other pecuniary loss) arising out of thefuse o
inability to use the software product or the provisiofor failureto providesupportservicesevenif
Stellarhasbeenadvisedof the possibility of such damages.

Notwithstandinganythingcontainedin this agreementthe maximumliability of Stellar is limited to the
amount actually paid by you in the preceding 12 months.

10. DATA PROTECTION

You understand that by using the Licensed Software, you accord, consent and agree to the calfebigenf
certaininformationaboutyouandyouruseof the Licensedoftwarei n accor dance with St
which is available dittps://www.bitraser.com/privacypolicy.php You further consent and agree that Stellar

may collect, use, transmit, process and maintain information related to your Account, andesgesor
computersregistered thereunderfor purposesof providingthe Licensed Softwarendanyfeaturestherein, to

you. Information collectedby Stellarwhenyou usethe Licensed Softwanmmayalsoincludetechnicalor
diagnostianformationrelatedto yourusethat maybe usedby Stellarto support, improve aneénhanceSt el | ar
products and services. Ydurther understand and agree that this information may be transferred to the

United States, India and/or other countries for storage, processing and use by Stellar, its affiliates, and/or their
service providers. You henédbytagpertaadstowmesdntitc
transmissionprocessingnd maintenanceof suchlocationandaccountdata to provide and improve such

features or services in accordance with Stellar Privacy policy.

11. DATA PRIVACY

11.1 Internet Connection: The Software may cause your computer, without notice, to automaticatlgnectto the
Internet andto communicatewith Stellarwebsite or Stellar domain for purposes such as license validation and
providing you with additional informain, features,or functionality. Unlessotherwisespecifiedin Sectionsl1.2
through 11.5the following provisionsapplyto all automaticlnternet connectionsy the Software:

11.1.1 Whenever the Software makes an Internet connection aminmunicates with a Stellawebsite,
whether automaticallyor due to explicit user request, the Privacy Policyshall apply. Stellar Privacy
Policyallows tracking of website visits and it

addresses in detail the topic of tracking and use of cookies, web beacons, and similar devices.
11.1.2 Wheneverthe Softwareconnectsto Stellarwebsiteor Stellarowneddomainsover the Internet, certain
Customer information is collected and transmitted by theft®are to Stellar pursuant to the Stellar
Privacy Policy. If Customer accesses Stellar Online Service or activates or registers the Software, tt
additional informationsuchasC u s t o IBeuser reme, and passwordmay be transmitted to and
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stored by Stellar pursuant to the Privacy Policy.

11.1.3 Stellar, unless barred under applicable law, may (a) send Customer transactional meésdagiitate
the StellarOnlineServiceor the activationor registrationof the Software or Stiar Online Service, or (b)
deliver inproduct marketing to provide information about the Software and other Stellar products and
Services using information including but not limited to platform version, version of the Software, license
status, and languagy

11.2 Updating. The Software may cause Customer’s Computer, without additional notice, to automatically connect
to the Internet (intermittently or on a regular basis) to (a) check for Updates that are available for download to
and installation on the computeand (b) notify Stellar of the results of installation attempts.

11.3 Activation. The Softwaremay require Customerto (a) obtain StellarSoftware Activation Key(b) activate or
reactivatethe Software,(c) registerthe software,or (d) validatethe .Such r equi r ement may
Computer to connect to the Internet without notice on install, on launch, and on a regular basis thereafter.
Once connected, the Softwawmill collectand transmitinformation to Stellar. Softwareor Customemmay also
receiveinformationfrom Stellarelatedto C u s t o limensedr subscriptionStellarmay use such information to
detect or prevent fraudulent or unauthorized use notaocordancevith avalidlicenseor subscriptionFailureto
activateor registerthe Software,validate the subscription or license, or a determination by Stellar of fraudulent
or unauthorizeduse of the Softwaremay result in reducedfunctionality, inoperability of the Software, or a
termination or suspension of the subsciign or license.

11.4 Use of Online Services. The Software may cause Cust onotieeahdonalG o mp
intermittent or regularbasis,to automaticallyconnecttot he I nt ernet to facilitat
and serviceghat are provided by Stellar or third parties. In addition, the Software may, without additional
notice, automatically connect to the Internet to update downloadable materials from these online services so as
to provide immediate availability of these s@®s even when Customer is ofline.

11.5 Digital Certificates. The Software uses digital certificates to help Customer identify downlodite=d(e.g.,
applicationsand/or content)andthe publishersof thosefiles. Forexample Stellarusesdigital certificatesto help
Customeiidentify the publisherof Stellar applicationsC u s t o @oenputersnayconnectto the Internet at the
time of validation of a digital certificate.

12. TERMINATION

If you breach this EULA, and fails to cure any breathn 30 calendar days after request from Stellar, Stellar
may terminate this EULA, whereupon all rights granted to you shall immedia@bgncludingbut not limited

to the licensegrantedto youto usethe software, whichshallalsostandrevoked.Furthermoreupon
termination,youshallreturn to Stellarall copies of the Licensed Software or verify in writing that all copies of
the Licensed Software habeendestroyedandfailure of the customerto do sowouldentitle Stellarto suefor
relief in equity and damages.

13. JURISDICTION AND LAW

13.1. This EULA is subject to and will be governed by and construed in accordance with the subfargive
applicableto the state of Delhi(India). Courtsat Delhi (Indiajaloneshall have thgurisdiction to entertain any
dispute arising out of the terms and conditions of tRidLAor the useof the Softwareor licenseand Customer
consentto urisdictionofthe courts at Delhi, India.
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13.2. This EULA will not be governed by the conflict ofales of any jurisdiction, or the United Nations Convention
on Contracts for the International Sale of Goods, the application of which is expressly excluded.

14. GENERAL

14.1. This License is the complete statement of the agreement between the parties on thectsuigéter and
merges and supersedes all other or prior understandings, purchase orders, agreements and arrangements.

14.2. The exclusionsof warrantiesand liability limitations shall survive the termination of this EULA, howsoever
caused; but thissurvival shall not imply or create any continued right to use the Licensed Software after
termination of this EULA.

14.3. Licensee shall not ship, transfer, or export Licensed Software into any country or use Licensed Software in a
manner prohibited by the ggicable export control laws, notably where applicable, the United States Export
Administration Act, restrictions, or regulatiorfsollectivelythe 'Export Laws".)All rights to use the Licensed
Softwareare grantedon conditionthat Licensee&omplieswith the ExportLaws,andall suchrightsare forfeited
if Licensee fails to comply with the Export Laws.

14.4. Stellar reservesall rights not expresslygranted to the Licenseeby this EULAAII rights are reserved and
protected under the copyright laws of Iredand/or of other countries, to StellémformationTechnologyvtLtd,
havingits registeredofficeat 205,SkipperCorner, 88, Nehru Place, New Delhi, India 110019.

14.5. There are no thireparty beneficiaries of any promises, obligationgepresentations made by Stellar herein.

14.6. Any waiver by Stellar of any violation of this License by Customer shall not constitut®ntabute to a
waiverby Stellarof anyother or future violationof the sameprovision or any other provision of this énse.

14.7. This EULA constitutes the entire agreement between Customer and Stellar and it supersedes all prior
contemporaneous representations, discussions, undertakings, communications, agreements, arrangement
advertisements, andinderstandings regulatindpe Licensedsoftware.ThisEULASs bindingon and madefor the
benefitofthe parties and their successors and permitted assigns.

14.8. This EULA may only be modified, supplemented or amended by a writing signed by an authorieeafoffic
Stellar.

CopyrightoStellarinformationTechnologyrivateLimited.Allrightsreserved.
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6. ABOUT STELLAR

Stellar is theworld's foremost Data&CareCorporation,with expertise inDataRecovery, Dat&rasure, Mailbox
ConversionandFileRepairsoftware and services Stellarhas beernin existencefrom the past25+yearsandis
acustomercentric,criticallyacclaimedglobaldatarecovery datamigration& erasuresolutionsproviderwith
costeffectivesolutions available for large corporate, SMEs & Home Users.

Stellar isan1S09001andISO27001certified organization andhasa strongpresenceacross thdJSAEurope
& Asia.

Formoreinformationaboutus, pleasevisitwww.stellarinfo.com
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